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Foreword

Thank you for using the Edge I/O system of Shenzhen Beilai Technology Co., Ltd.
Reading this product manual will allow you to quickly understand the function and usage of
this product.

Copyright

this manual is owned by Shenzhen BeilLai Technology Co., Ltd. Without the written
permission of the company, any company or person individuals have no right to copy,
disseminate and reproduce any part of this manual in any form, otherwise all consequences
shall be borne by the violators.

Disclaimer

This product is mainly used for industrial field automation control, and the operator
must be an experienced electrical expert in the field of automation or electrical. Please use it
in accordance with the parameters and technical specifications provided in the manual. The
company will not be responsible for property or personal injury caused by abnormal use or
improper use of this product.

Revision History
Revision Date Version Description Owner

Oct 12, 2021 V1.0 Initial Release HYQ
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1. Product Introduction

1.1 Overview

BL200 series product is Edge 1/O System for data acquisition and industrial control.

The system consists of two parts : Edge 1/0 controller and distributed 1/0 modules group.
Various types I/O modules are optional, for example digital, analog and others particular
use. The Edge I/0O controller supports various Fieldbus protocols such as Modbus, MQTT,
OPC UA, Profinet, EtherCAT, BACnet etc.
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Figure 1: Edge I/0 system

The Edge I/0 system is design based on powerful microprocessor 32-bit ARM926E]-S™

and uses Linux operating system. It can quickly access to industrial field device and
software (such as PLC, MES, SCADA and ERP systems), but also able connect to various
cloud platforms (AWS loT Cloud, Thingsboard, Ignition, Huawei Cloud, and Alibaba
Cloud).

It supports programmable logic control, edge computing, customization applications,
very suitable for lloT and industrial automation.

In addition, the device also provides SDK, allowing users to carry out secondary development
to meet the needs of the fragmented applications in niche market.
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Figure 1: Fieldbus Node --- Edge I/0 system

In the industrial field communication, the edge 1/0O system is considered as a Fieldbus node.
The communication between the node and field devices (eg PLC) is through the Ethernet
port of Edge I/O controller. The communication between the edge controller and the I/O
modules is via the board bus locally insides device.

The two RJ45 Ethernet ports of the BL200 have integrate the switch function inside, which
can establish a linear topology without the need for additional switches or hubs.

Two sets of independent power supplies are used to supply 24V DC to the edge controller
and I/0 modules group respectively, therefore they are electrically isolated from each other.

When people assemble /O modules, each I/O module can be arranged in any sequence
combination. it is not required to be grouped by module type. However, a terminal module
(identified as TERM) must be inserted at the end so as to ensure data transfer properly.
People can configure BL200 parameters through web browser for testing the device.

1.2 Typical application

BL200 is especially suitable for distributed application scenarios, because BL200 can be
cascaded with each other through Ethernet cables. various I/O modules can be distributed
on different floors of different buildings in different locations according to user needs.

The whole system has the characteristics of easy expansion, easy configuration, convenient
network wiring and high reliability, can be widely used in

industrial automation/industry 4.0/smart factories,

smart building HVAC/smart parking lots/smart communities,

sewage treatment plants,

new energy power generation Factory (solar photovoltaic, wind power generation)
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EdgelO™ BL200 Application Diagram
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PC Station PLC Station Cloud Platform OPC UA Client

SCADA,MES, IgnitionSCADA,AWS, IgnitionSCADA,

ERP,DCS. Azure, Thingsboard, SCADA etc.
Aliyun,etc.

!

. S Industrial Ethernet Switch

Scalable Networking

BL200 Di Module DO Module Al Module  AO Modula PT100 Module

Max. 32 1/O modules, RS485 module performs as Modbus Slave

DI Module DO Module Al Module  AO Module TC Module RS232 Module

1.3 Features Highlight

> Up to 32pcs I/0 modules can be supported, one by one to extend I/0 module

» Support various Fieldbus protocols such as Modbus, MQTT, OPC UA, Profinet,
EtherCAT, BACnet etc

» Build-in cloud driver, compatible with various cloud platforms (AWS loT Core,
Thingsboard, Ignition, Huawei Cloud, and Alibaba Cloud)

» Programmable logic control, Edge computing, SDK available too

» 2 xRJ45 allows cascading and bypass, save wire cost and wiring cost

» Modular, screw-free installation, easy wiring

»  Cyber security + Data encryption protection

» Industrial field side, edge controller side and I/0 modules side are electrically

isolated from each other.

Page 7 of 78 Shenzhen Beilai Technology Co., Ltd. V1.0



I D,
CBLIIOT

MAKE 10T EASIER

Edge I/O System
BL200 Series Products

1.4 Technical parameter

Table 1: technical parameter

1/0O controller

name parameter describe

Input voltage(system): 24 VDC

Input current(system): Max. 500 mA@24VDC
Power Power Efficiency 84%
supply to Internal bus voltage 5VDC

controller consumption current

Max. 300mA@5VDC

I/0O consumption current

Max. 1700mA@5VDC

Environment

Isolation protection 500 V system/supply
Power Input voltage (field) 24 VVDC
supply to P I t
upply ower supply current across 10 ADC
I/O modules | contacts (Max.)
Number 2 X RJ45
Transmission medium Twisted Pair STP 100 Q Cat 5
Ethernet Max. cable length 100m .
Baud rate 10/100 Mbit/s
Isolati tecti ESD contact: 8KV surge: 4KV
solation protection (10/1000us)
Operating system Linux
Processor ARM926EJ-S
CPU 300MHz
RAM 64MB
Flash 128MB
Number of /O modules Max. 32
I/O controller
. . ® Bool: 4096
System Process mapping data points ,
. ® 16 Bit: 2048
serial module(Modbus) )
® 32 Bit: 1024
Modbus TCP , MQTT , OPC UA,
Protocols HTTP , BootP , DHCP , DNS , SNTP,
SNMP
Max. number of socket links 15 Modbus TCP
Connection technology CAGE CLAMP®
Field Wiring | wire cross-section 0.08 mm? - 2.5 mm? AWG 28 ~ 14
Strip length 8 mm ~ 9mm/0.33in
operation 0~ 55 °C
. storage -40 - 70 °C
Working

Relative humidity

Max. 5%+95% without condensation

Operating altitude

0 - 2000 m

Protection type

IP20

Page 8 of 78

Shenzhen BeilLai Technology Co., Ltd.

V10




VS
(BuioT

MAKE NIOT EASIER

Edge I/O System
BL200 Series Products

Width 48mm
Product Size | Length 100mm
High 69mm
color Light grey
. Shell material Polycarbonate, Nylon 6.6
Material -
Fire load 1.239 MJ
Weight 180 g
Mechanical | Mounting type DIN-35 rail
EN 55022: 2006/A1. 2007 (CE &RE)
Class B
IEC 61000-4-2 (ESD) Level 4
o IEC 61000-4-3 (RS) Level 4
Certification | EMC

IEC 61000-4-5 (Surge)Level 3

IEC 61000-4-6 (CS)Level 4

(
(
IEC 61000-4-4 (EFT) Level 4
(
(
(

IEC 61000-4-8 (M/S) Level 4

1.5 Product Models Selection Table

Table 2: model selection

No. Name Model Channel | Signal type
1 Digital Input Module M1082 8 NPN
2 Digital Input Module M1081 8 PNP
3 Digital Output Module M?2082 8 NPN
4 Digital Output Module M2081 8 PNP
5 Analog Input Module M3041 4 Current
6 Analog Output Module M4043 4 Voltage
7 RTD Input Module M5041 4 Resistor
8 Serial port Interface Module M6021 2 RS485
9 24\ Power Supply Module M701 / /
10 Terminal Module M801 / /
11 Modbus-TCP I/O controller BL200 / /
12 OPC UA I/0 controller BL200UA / /
13 MQTT I/0 controller BL200M / /
14 Multiprotocol I/0 controller BL200Pro / /
15 Profinet 1/O controller BL200OPN / /
16 Ethernet/IP I/O controller BL20OEP / /
17 EtherCAT 1/O controller BL20OEC / /
18 BACnet/IP  I/O controller BL200BN / /
Page 9 of 78 Shenzhen BeilLai Technology Co., Ltd. V1.0
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2. Device description

2.1 View
= Status
voltage supply
ETH1 Ormr |l =T -Field
() svs l e g -System
Fieldbus - b Data contacts
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] O emr BEr Supply voltage (system)
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RJ-45 () 0err . .
g Supply voltage (field)
. = T 24V
o B
g
Supply voltage (field)
ov
BL200
DIP switch
for IPAddress
RESET ‘%
(_I PE PE
% M701
Restoring Factory B L——  Powerjumper contacts

Settings

Figure 2: view
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2.2 Dimensions

Unit: mm
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Figure 3: 2D schematic
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2.3 Data Contacts/Local Bus

Communication between the fieldbus controller/controller and the I/O modules as well as
the system supply of the I/0 modules is carried out via the local bus. The contacting for the
local bus consists of 6 data contacts, which are available as self-cleaning gold spring

contacts.

Figure 4: data contacts

2.4 Power Jumper Contacts

The power module that comes with the controller has two self-cleaning power jumper
contacts to power the field side. The maximum current of this power supply across the
contacts is 10A, exceeding the maximum current will damage the contacts. When
configuring the system, make sure that the above current maximum value is not exceeded. If
it exceeds, a power supply module must be inserted.

OIOERR . .

x‘\@@:

83

BL200 _ IZ
[]

RESET

Figure 5: power jumper contacts
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Tabel 3: ‘power jumper contacts ‘describe

No. Type Describe
1 Spring contact Supply 24V to the field side
2 Spring contact Supply 0V to the field side

2.5 Terminal Point

24V H—ov

L]l ]

\M PE

PE

Figure 6: terminal point

Tabel 4:  “terminal point”  describe

Name Describe

24V System Power 24VDC

ov System Power 0VDC
Connections Field Supply 24 VDC
Connections Field Supply 24 VDC

- Connections Field Supply 0 VDC

- Connections Field Supply 0OVDC

PE grounding

PE grounding
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2.6 LED Indicators

@ =
() svs
O RUN
. ERR
O 10 RUN
@ ocrr
Figure 7: controller LED Indicators
Tabel 5:  “controller LED Indicators” describe
LED Describe Color | Status Meaning
Stay on Normal power suppl
PWR Power indicator red y P PPy
Off No power
oo Stay on System is abnormal
SYS System indicator green - -
Off System is running normally
L Flashing | System is running normally
RUN Running indicator green -
Off System is abnormal
Northbound protocol
- Stay on )
ERR Error indicator red connection error
Off No errors
. IO module is operating
L Flashing
I/O RUN | I/0 Running indicator | green normally
Off No node inserted
IO module communication
. Stay on
I/0 ERR | I/O Error indicator red error
Off No errors
SO O |F
Elp =
| (]
Y |
Figure 8: Power Module LED Indicators
Tabel 6:  “Power Module LED Indicators”  describe
LED | Describe Color | Status | Meaning
o Stay on | Power is OK
S System 24V power indicator | green
Off No power
) o Stay on | Power is OK
F Field 24V power indicator green
Off No power
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2.7 Ethernet interface

Description: It is connected to the Ethernet-based fieldbus through the ETH2 interface,
and the EHT1 is used to connect other nodes that need to be connected to the Ethernet.

ETH1

i ETH2

Figure 9: Ethernet interface

2.8 |IP address selector switch

The 8-bit DIP switch is used to set the IP address. The encoding of DIP switches is done
bit by bit, starting from DIP switch 1 with the least significant bit (2°) to DIP switch 8 with the
most significant bit (2"), corresponding to decimal values: 0-255.

IP ADDR

Figure 10: IP address selector switch (eg: set “0” )

When the value of the DIP switch is 1111 1111 (decimal 255), the IP address is set
according to the web page. The web page setting can specify the IP or set the automatic
acquisition. When the web page is not set, the IP address is: 192.168.1.10.

When the value of the DIP switch is 0000 0000 — 1111 1110 (decimal 0-254), determine
the 3rd byte of the IP address, and the 1st, 2nd and 4th bytes are fixed bytes, namely
192.168.xxx.253.

2.9 Factory reset button

This button is used to restore the device configuration parameters to the factory state.
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How to operate:

1. When the device is in normal operation, open the flip cover;

2. Press and hold for more than 5 seconds, until all the LED lights go out, indicating that
the operation is successful, and then the device will automatically restart.

Figure 11: factory reset button

2.10 Electrical schematic
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Figure 12: schematic block diagram

3. Product Installation

3.1 Installation sequence

All fieldbus controller and I/0 modules must be mounted on standard DIN 35 rails.

Starting with the fieldbus controller, the bus I/O modules are assembled from left to
right, with the modules mounted next to each other. All I/O modules have grooves and
power jumper contacts on the right side. To avoid assembly errors, the I/O modules must be

Page 16 of 78 Shenzhen Beilai Technology Co., Ltd. V1.0
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inserted from the right side and from the top to avoid damage to the module.

Utilize a reed and groove system for reliable assembly and connection. With the
automatic locking function, the individual components are securely fastened to the rail after
installation.

Don't forget to install the terminal module! Always insert a terminal module (e.g. TERM)
at the end of the fieldbus node to ensure correct data transmission.

3.2 Install the controller

1 . Snap the controller onto the DIN rail first
2 . Then use a tool such as a screwdriver to turn the locking cam until the locking cam
engages the DIN rail.

2

Figure 13: locking controller

3.3 Remove the controller

1. Use a screwdriver to turn the locking disc cam until the locking cam no longer
engages the rail.
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A

’_’

Figure 14: unlock the controller

2. Pull the release tab to remove the fieldbus controller from the assembly.

e HHHHHH

JOAN AN NN,

L

Figure 15. unlock the controller

Data or power contacts are electrically disconnected from adjacent I/O modules when
the fieldbus controller/controller is removed

3.4 Insert the I/0O module

1 . When inserting the module, make sure the spring on the module aligns with the
groove on the attached controller or other I/0 module

Page 18 of 78 Shenzhen Beilai Technology Co., Ltd. V1.0
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2 . Press the I/0 module into the assembly position until the I/O module snaps into the
rail.

Figure 17: snap the I/O module into place (example)

Once the I/0 module is installed, electrical connections to the fieldbus controller (or
previous I/0 module) and subsequent I/O modules are established through the data
contacts and power jumper contacts.

3.5 Remove I/0 module

Pull up on the latch to remove the I/0 module from the assembly.

Page 19 of 78 Shenzhen Beilai Technology Co., Ltd. V1.0
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The electrical connection to the data or power jumper contacts is broken when the 1/0
module is removed.

4. Device Connection

4.1 Wiring

The CAGE CLAMP® connections are available for solid, stranded, and fine stranded wires.
Only one wire can be connected to each CAGE CLAMP®, if there is more than one wire, it
must be connected to a point.
® 1. Open the CAGE CLAMP® by first inserting the tool into the opening above the
wiring.

® 2.Insert the wire into the corresponding connection opening.

® 3. For closing the CAGE CLAMP® simply remove the tool. The wire is now clamped
firmly in place.

Figure 19: connecting wire

Page 20 of 78 Shenzhen Beilai Technology Co., Ltd. V1.0
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4.2 Supply Power

Both the controller and the I/0O modules are powered by the power-supply module. The
controller itself is fixed with a power-supply module, which supplies power to the controller
and I/0 modules. When there are many I/0 modules and the internal current is relatively
large, it is necessary to add an independent power-supply module (model M701)

The field bus side (Ethernet interface), the controller (system side) and the I/O modules
(industrial field side) are electrically isolated from each other.

421 Power supply to Edge controller

The BL200 controller require a 24 V DC system power supply and are connected from
the power-supply module's terminal block. The 5V bus voltage required by the system is
converted from the 24V system voltage.

The power supply module only has proper fuse protection, please provide proper
overcurrent protection externally.

Please pay attention to matching the output power and load power of the
power-supply module to avoid the occurrence of excessive load current.

=

shis O PWR  ||s]

o O svs
O RUN
Supply voltage (system)
i @ emr — 24V
T ov
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Figure 20: schematic diagram of connecting the system power supply

4.2.2 Power supply to I/0 modules

The power-supply module supplies 24 VDC on the field side to power sensors and

actuators.
Field power only has proper fuse protection. Without over-current protection, electronic
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equipment can be damaged.
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Figure 21: schematic diagram of connecting field power supply

Field power is automatically output from the power jumper contacts when the I/O
module is connected. The continuous load current of the power supply across the contacts
must not exceed 10 A.

The problem of excessive load power on the system or on the field can be solved by
inserting additional power modules. After plugging in additional power modules, a new
voltage potential may appear on the field.

In the case where electrical isolation is not required, the field power supply and system
power supply can use the same power supply.

4.2.3 Earthing

When installing a cabinet with an outer shell, the cabinet must be grounded. The rail
must be connected to the cabinet using screws to ensure that the rail is properly grounded.
Grounding increases resistance to electromagnetic interference. Some components in an 1/0
system have rail contacts that consume electromagnetic interference onto the rail.
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Figure 22: DIN rail contacts

4.3 Connect BL200 devices each other and to network

The BL200 controller have 2 x RJ45 Ethernet interfaces, integrated switch function inside,
work in store-and-forward operation mode, each port supports 10/100 Mbit transmission
speed and full-duplex and half-duplex transmission mode.

The BL200 controller connect to the router Ethernet network via ETH2 only, while
the EHT 1 is for connecting other BL200 field nodes.

The internal integrated switch supports bypass mode, which can automatically start the
bypass mode when the controller system fails, and automatically maintain the link between
ETH 1 and EHT 2.

The wiring of these Ethernet interfaces conforms to the 100BaseTX specification, which
specifies the use of category 5 twisted pair cable as the connecting cable. Cable types S/UTP
(Screened unshielded twisted pair) and STP (shielded twisted pair) can be used up to a
length of 100 m.

ﬁ

server
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Figure 23: connect the BL200 to the network

It is also possible to connect BL200 directly to a computer via ETH2.

[T om BE-
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©m @&l |

©m

Figure 24: connect the BL200  to the computer
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5.Web configuration

The BL200 controller's built-in web server is a browser-based configuration utility.
When the node is connected to your network, you can enter the server's IP address in a web
browser to access the web console.

5.1Preparation before configuration

To successfully access the BL200 controller node, it must be properly installed and
connected to the computer. In addition, configure them with correct IP addresses to keep
them in the same network segment.

5.1.1 Connect computer and controller

1. Mount the fieldbus node on a DIN35 rail. Follow the installation instructions in the
“Product Mounting” chapter.

2. Connect the 24 V power supply to the system power terminals.

3. The computer and the bus node can be connected in two ways, one is that the two are
connected to the switch device of the local area network through the Ethernet interface;
the other is that the two are directly connected point-to-point. For detailed steps, follow
the instructions in the "Connection bus" chapter.

4. Turn on the power supply and start supplying power.

The controller is initialized after power-up, creates process image according to the 1/0
modules configuration of the fieldbus node.

5.1.2 Configure the computer IP address

On the PC, there are two ways to configure its IP address. One is to turn on the
automatic IP address option on the PC's local connection to dynamically assign DHCP in the
network. The other is to configure a static IP address with the controller node on the same
network segment on the local connection of the PC.

The following takes Windows 7 system as an example for configuration. Windows
systems are all configured similarly.

1. Click Start > Control Panel > Network and Sharing Center, and click local connection in
the window that opens.
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kcentrurm In Configuratieschern zoeken ol

Bestand Bewerken Beeld Extra Help

@ -

Configuratiescherm 3 @ 4
5 Basisnetwerkgegevens weergeven en verbindingen instellen

Draadloze netwerken beheren L’h: _ % _ 0 Volledig overzicht weergeven
G '

Adapterinstellingen wizigen

WIN-LVHUPUGTEUA [ZE=y Internet
Geavanceerde instellingen voor (deze computer)
EER e De actieve netwerken weergeven Een verbinding maken of verbreken
s Toegangstype: Internet
Openbaar netwerk Verbindingen:

De netwerkinstellingen wijzigen

m

‘E- Een nieuwe verbinding of een nieuw netwerk instellen
8

Een draadloze, breedband-, inbel-, ad-hoc- of VPM-verbinding instellen of een router of
toegangspunt instellen.

s. Verbinding met een netwerk maken
I Een verbinding maken met een draadloze, bekabelde, inbel- of VPMN-netwerkverbinding of hiermee

opnieuw verbinding maken.

Een thuisgroep en opties voor delen selecteren

&

-2
£k Toegang krijgen tot bestanden en printers op andere netwerkcomputers of instellingen voor delen
Internet FEIR wijzigen,

Thuisgroep

Problemen oplossen

I
!

Windows Firewall : : :
Metwerkproblemen vaststellen en oplossen of informatie voor probleemoplossing zoeken.

.

Figure 25: Network and Sharing Center

2. In the local connection status window, click Properties.
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U Status van FIGSE - =5
Algemeen
erbinding
IPv4-verbindingsmogelijkheden: Internet
IPv&-verbindingsmogelijkheden: Geen internettoegang
Status van media: Ingeschakeld N
Tijdsduur: 00:11:18
Snelheid: 100,0 Mbps

Activiteit
Verzonden — lﬁ:{ ——  Ontvangen
Bytes: 1,131,653 | 40,190,950

P —
% Eigenschappen || |8 Uitschakelen Problemen vaststellen
[® 3

Figure 26: local connection status

3. Double-click "Internet Protocol Version 4 (TCP/IPv4)" on the local connection properties
page.
i :‘75. Eigenschappen van AR ﬂ‘

Netwerken | Delen

Verbinding maken via:

l;‘; Realtele PCle GBE Famity Controller

Deze verbinding heeft de volgende onderdelen nodig:

& Client voor Microsoft-netwerken

4Bl (05 pakketplanner

g Bestands- en printerdeling voor Microsoft-netweren
i Intemet Protocol versie & (TCP/IPvE)

1/0-stuurprogramma van Link-Layer Topology Discoveny...
i |ink-Layer Topology Discovery Responder

Installeren... Werwijdersn Eigenschappen

Beschrijving

Transmission Control Protocol/Intemet Protocol. Het
standaardprotocol voor WAN-netwerkcen dat communicatie Ny
mogelijk maakt met andersoortige, ondering met elkaar
verbonden netwercen.

[ ok ][ Anndeen |||

Figure 27: local connection properties

4.  There are two ways to configure the IP address of the PC:

B Obtain IP address automatically (system default mode)
To obtain an IP address automatically from a DHCP server, select "Obtain an IP address
automatically”;
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Eigenschappen van Internet Protocol versie 4 (TCP/IPv4) M

Algemeen | plternatieve configuratie

IP-instellingen kunnen automatisch worden toegewezen als het netwerk
deze mogelijkheid ondersteunt. Als dit niet het geval is, dientu de
netwerkbeheerder naar de geschikte IP-instelingen te vragen.

io Automatisch een IP-adres laten boewijzen]

(71 Het volgende IP-adres gebruiken:

(@ Automatisch een DNS-serveradres laten toewijzen

(71 De volgende DNS-serveradressen gebruiken:

I i iten vali
Instelingen tijdens afsluiten valideren e

Figure 28: obtain an IP address automatically

B Set a static IP address
Select "Use the following IP address” and set the correct values for the IP address,
subnet mask and default gateway.

Eigenschappen van Internet Protocol versie 4 (TCP/IPv4) M

Algemeen

IP-instellingen kunnen automatisch worden toegewezen als het netwerk
deze mogelijkheid ondersteunt. Als dit niet het geval is, dient u de
netwerkbeheerder naar de geschikte IP-instelingen te vragen.

") Automatisch een IP-adres laten toewijzen

i @ Het volgende IP-adres gebruiken:

IP-adres: 192 .168 . 1 .202
Subnetmasker: 253 .25% . 205 .0
Standaardgateway: 192 .168. 1 . 1

Automatisch een DNS-serveradres laten toewijzen
(@ De volgende DNS-serveradressen gebruiken:

Voorkeurs-DNS-server: 192 .68 . 1L o1

Alternatieve DNS-server:

[ Instellingen tijdens afsluiten valideren T

Figure 29: Set static IP

5.1.3 Configure the controller IP address

The controller has 2 ways to assign an IP address
B Assignment via built-in web page (static IP or automatic IP assignment)
B Assign via DIP switch (static IP)

DIP address selector switch definition
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Tabel 7: DIP switch position definition

Sz'gt:: F;()’s'tm" Value Definition
Enable the DIP selector switch assignment
0000 0000 — . Ll.;rtl:TIOn and determine the value of the 3rd
1111 1110 )
Example: 0010 0110 (22 decimal), the IP
address is "192.168.22.253".
Enable the function of specifying IP on the
web page, or select the function of DHCP
1111 1111 255 automatic allocation. When the IP is not
allocated through the web, the IP is
192.168.1.10.

5.1.3.1 Configuration via web page

The fieldbus controller can be set to an IP address via the "Settings > Local Settings”
page after entering the page, or it can be set to be assigned automatically. Select static
address, if not set IP address, the IP is 192.168.1.10.

IP ADDR

Figure 30: web page settings 1P

5.1.3.2 Assign via DIP switch

Set the value of the DIP address selector switch to 0000 0000 - 1111 1110 (decimal O -
254), and the IP address will be assigned by the DIP switch.

The IP address consists of fixed bytes and variable bytes. The 1st, 2nd and 4th bytes are
fixed bytes, the DIP selector switch determines the 3rd byte, namely: 192.168.xxx.253.

The fieldbus controller assigns an IP address via a DIP switch, and the IP address set in
this way is static.
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IP ADDR

Figure 31: dip switch - assigned via dip selector switch (Example: 192.168.1.253)

5.1.4 Factory default settings

Before logging into the web configuration page, it is necessary for you to understand the
following default parameters:

Modbus TCP Server Port: 502, Modbus ID: 1

IP: Determined according to the DIP switch, if the DIP switch is 1111 1111, the default IP is
192.168.1.10.

Tabel 8: factory default parameters

Project Describe
username admin
password 7

5.1.5 Login configuration page

1. Open a browser on your computer, such as |E, Chrome, Firefox, etc.
2. Enter the IP address of the controller node (192.168.1.10) in the address bar of the
browser to enter the user login interface;

@ FiFEEE X
c (@ 192168.1.10]
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3. Enter "Username" and "Password" in the login interface, and then click Login.

BL200UA

Authorization Required

Flease enter your usermname(the default is admin) and password(no password by default).

Usemame admin

Password

Shenzhen Eeilai Technology Co.,Ltd {v1.0.11)/ 2022-02-17

4.  After successfully logging in to the web interface, the display is as follows

BL200UA - 5 ings - e ~ Module ~ OPC UA ~

Status
System
Hosiname BL200UA
Model BL200UA-OPCUA 1O Module
Firmware Version Shenzhen Beilai Technolegy Co. Ltd v1.0.11
Kernel Version 44194
Local Time 2022-03-21 06:36:50
Uptime 3h 23m 365

Load Average 0.20, 0.18, 0.12

Memory

Total Available 2617 MB / 56.59 MB (46%)
Used 2639 MB / 56.59 MB (46%)
Buffered 3.21 MB / 56.59 MB (5%)

Cached 9.78 ME / 56.59 MB (17%)

Network

Active Connections 23 116384 (0%)

Shenzhen Beilai Technology Co. Ltd (v1.0.11)/ 2022-02-17

5. After configuring the parameters, you need to click the "Save and Apply" button on the
page to take effect.
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5.2Status

In the status menu, overview, system log and kernel log are provided, and you can view

device parameters and device operating status.

Status > Overview

OPCUA~ Operation&Control =  Logout [REFRESHING)

Status

System
Hosiname BL200UA
Model BL20OUA-OPCUA 1O Module

Firmware Version Shenzhen Beilai Technelogy Co_ Ltd v1.0.11

Kernel Version 44194

Local Time 2022-03-21 06:44:49

Uptime 3h 31m 358

Load Average 0.16, 0.1, 0.09
Memory

Total Available 26.05 ME / 56.59 MB (46%)

26,57 MB / 56.59 MB (46%)

Used
Buffered 3.21 MB / 56.59 MB (5%)
Cached 9.98 ME / 56.50 MB (17%)

Network

Active Connections 22116384 (0%)

Shenzhen Beilai Technology Co. Ltd (v1.0.11) / 2022-02-17
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Status > System Log

System Log

Thu Jan 1 00:00:26 1970 keminfo kernel: [ 0.000000] Booting Linux on physical CPU 0x0
Thu Jan 1 00-:00:26 1970 kemn nofice kernel: [  0.000000] Linux version 4.4 194 {peng@peng) (gee version 5.4.0 (LEDE GCC 5.4.0 unknown) ) #0 PREEMPT Sat May 9 15:23
Thu Jan 1 00-:00'26 1970 kem info kermnel: [ 0.000000] CPU: ARMS26E-S [41069265] revision 5 (ARMvSTEJ). cr=00053171

Thu Jan 1 00:00:26 1970 kem.info kernel: [ 0.000000]1 CPU: VIVT data cache, VIVT instruction cache

Thu Jan 1 00-00:26 1970 kem info kernel: [ 0.000000] Machine model- Nuvoton MUCSE0 IOT-GateVWay Version: 0.1

Thu Jan 1 00:00:26 1970 kem.info kernel: [ 0.000000] Memory policy: Data cache writeback

Thu Jan 1 00:00:26 1970 kem.debug kemel: [  0.000000] On node 0 totalpages: 16334

Thu Jan 1 00-00'26 1970 kemn debug kemel: [  0.000000] free_area_init_node: node 0, pgdat c0657704. node_mem_map c3f77000

Thu Jan 1 00:00:26 1970 kem debug kemel: [ 0.000000] Mormal zone: 128 pages used for memmap

Thu Jan 1 00-00:26 1970 kemn debug kemel: [ 0.000000] MNormal zone: 0 pages reserved

Thu Jan 1 00-00'26 1970 kemn debug kemel: [ 0.000000] Mormal zone: 16384 pages, LIFC batch:3

Thu Jan 1 00:00:26 1970 kemn debug kemel: [ 0.000000] pcpu-alloc: s0 r) 032768 u32768 alloc=1*32768

Thu Jan 1 00-:00:26 1970 ke debug kemel: [  0.000000] pepu-alloc: [0] 0

Thu Jan 1 O 6 1970 kem.info kernel: [ 0.000000] Built 1 zonelists in Zone order, mobility grouping on. Total pages: 16256

Thu Jan 1 00:00:26 1970 kem.notice kemel: [ 0.000000] Kemel command line: r: 11520003 rdinit=/sbin/init mem=64M Ipi=7T44445
Thu Jan 1 00-00'26 1970 kem info kernel: [ ©.000000] PID hash table entries: 256 (order -2, 1024 bytes)

Thu Jan 1 00:00:26 1970 kem.info kernel: [ 0.000000] Dentry cache hash table entries: 8192 (order: 3, 32768 bytes)

Thu Jan 1 00-00:26 1970 kem info kernel: [ 0.000000] Inode-cache hash table eniries: 4096 (order: 2, 16384 bytes)

Thu Jan 1 00-00'26 1970 ke info kernel: [ 0.000000] Memory: 57756K/65536K available (4538K kemel code, 305K nwdata, 1704K rodata, 188K init. 252K bss, 7780K resen,
Thu Jan 1 00:00:26 1970 kem notice kemel: [ 0.000000] Virtual kernel memory layout:

Thu Jan 1 00-:00:26 1970 kem nofice kemnel: [  0.000000]  veclor : Oxff0000 - OxfF1000 { 4 kB)

Thu Jan 1 00:00:26 1970 kem notice kemel: [ 0.000000] fxmap © 0xFc00000 - OxFT00000 (3072 KB)

Thu Jan 1 00:00:26 1970 kem nofice kernel: [ 0.000000]  vmalloc © 0xc4500000 - 0xT500000 ( 944 ME)

Thu Jan 1 00-00'26 1970 kemn nofice kemel: [ 0.000000] - ( 84 MB)

Thu Jan 1 00:00:26 1970 kem notice kemel: [ 0.000000]  modules - Oxbf000000 - OxcODO0000 ( 16 MB)

Thu Jan 1 00-:00:26 1970 kemn nofice kemel: [ 0.000000] texd : OxcOO0S000 - OxcOB207S4 (65244 kB)

Thu Jan 1 00-00:26 1970 kemn nofice kemel: [ 0.000000] init - 0xcO621000 - 0xc0650000 { 188 kB)

Thu Jan 1 00:00:26 1970 kem notice kernel: [ 0.000000]  .data : Oxc0650000 - 0xc069cT84 (306 kB)

Thu Jan 1 00-:00:26 1970 ke nofice kemel: [ 0.000000] bss - Oxc0B9c784 - Oxc0EdbEE (253 kB)

Thu Jan 1 00:00:26 1970 kem.info kernel: [ 0.000000] SLUE: HWalign=32, Order=0-3, MinObjects=0, CPUs=1, Nodes=1

Thu Jan 1 00:00:26 1970 kem.info kernel: [ 0.000000] Preemptible hierarchical RCU implementation.

Thu Jan 1 00-:00:26 1970 kem info kernel: [ 0.000000]  Build-time adjustment of leaf fanout o 32

Thu Jan 1 00:00:26 1970 keminfo kernel: [ 0.000000] NR_IRCQS:545

Thu Jan 1 00-:00:26 1970 kem info kernel: [ 0.000000] clocksource: nucS80-timerS: mask: DxffT max_cycles: 0xf, max_idle_ns: 62215505635 ns
Thu Jan 1 00-00'26 1970 kem info kernel: [ 0.000033] sched_clock: 24 bits at 120kHz, resolufion 8333ns, wraps every 69905062489ns

Thu Jan 1 00:00:26 1970 kem.info kernel: [ 0.000741] Console: colour dummy device 80x30

Thu Jan 1 00-00:26 1970 kem info kernel: [  0.136616] console [tlyS0] enabled

Thu Jan 1 00°00°26 1970 kem info kernel: [ 0.190091] Calibrating delay loop (skipped) preset value 148 88 BogoMIPS (Ipj=744448)

Thu Jan 1 00:00:26 1970 kem.info kernel: [ 0.195174] pid_max: default 32765 minimum: 301

Thu Jan 1 00-:00:26 1970 kem info kernel: [  0.203133] Mount-cache hash table enfries: 1024 (order: 0, 4096 bytes)

Thu Jan 1 00:00:26 1970 keminfo kernel: [ 0.209705] Mountpoint-cache hash table entries: 1024 (order: 0, 4096 bytes)

Thu Jan 1 00-:00'26 1970 kem info kermnel: [ 0.218916] CPU: Testing write buffer coherency: ok

Thu Jan 1 00-00'26 1970 kem info kernel: [ 0.224983] Setfing up stafic ideniity map for 0x8400 - Dx843c

Thu Jan 1 00:00:26 1970 kem.info kernel: [ 0.271558] clocksource: jiffies: mask: O max_cycles: OxfTT, max_idie_ns: 19112604462750000 ns
Thu Jan 1 00-00:26 1970 kem info kernel: [  0.282316] futex hash table eniries: 256 (order: -1. 3072 bytes)

Thu Jan 1 00°00°26 1970 kem info kernel: [ 0.2885674] pinctr! core: initialized pinctrl subsystem

Thu Jan 1 00:00:26 1970 kem.info kernel: [  0.296433] NET: Registered protocel family 16

Thu Jan 1 00-:00:26 1970 kem info kernel: [ 0.303199] DMA: preallocated 256 KiB pool for alomic coherent allocations

Thu Jan 1 00:00:26 1970 kem.info kernel: [ 0.316783] <DT= nuc280_dt_device_init +

Thu Jan 1 00-:00:26 1970 kem info kernel: [ 0.348016] <DT> nucd80_dt_device_init -

Status > Kernel Log

Kernel Log

0.000000] Beoting Linux on physical CPU 0x0
0.000000] Linux version 4.4.194 (peng@peng) (gee version 5.4.0 (LEDE GCC 5.4.0 unknown) ) 20 PREEMPT Sat May 9 15:23:54 2020
0.000000] GPU: ARMI26EJ-S [41069265] revision 5 (ARMySTEJ), cr=00053177
0.000000] GPU: VIVT data cache. VIVT instruction cache

0.000000] Machine model: Nuveton NUC950 10T-GateWay Version: 0.1

0.000000] Memory policy: Data cache writeback

0.000000] On node 0 totalpages: 16384

0.000000] free_area_init_node: node 0. pgdat c0657704, node_mem_map c377000
0.000000] Mormal zone: 128 pages used for memmap

0.000000] Mormal zone: 0 pages reserved

0.000000] Mormal zone: 16384 pages. LIFO batch:3

0.000000] pepu-alloc: SO r) d32768 u32768 alloc=1732768

0.000000] pepu-alloc: [0] 0

0.000000] Built 1 zonelists in Zone order. mobility grouping on. Total pages: 16256
0.000000] Kemnel command line: ! ¥S0.115200n8
0.000000] PID hash table entries: 256 (order. -2, 1024 bytes)

0.000000] Dentry cache hash table entries: 8192 (order: 3, 32768 bytes)

0.000000] Inode-cache hash table entries: 4096 (order: 2, 16384 bytes)

0.000000] Memory: 57756K/65536K available (4538K kemnel code, 305K nwdata, 1704K rodata, 188K init. 252K bss. 7780K reserved, 0K cma-reserved)
0.000000] Virtual kernel memory layout:

0.000000] vector : OxfFO000 - OxFFI000 ( 4 kB)

0.000000] fixmap : 0xfc00000 - 0xFI00000 (3072 kB)

0.000000] vmalioc : 0xc4300000 - 0x300000 ( 944 ME)

Ipj=744443

0.000000] : = ( 64 MB)
0.000000] modules : 0xbfi00000 - 0xcOODO00D ( 16 MB)
0.000000]  text: 0xc0003000 - 0xcDE20754 (6244 kB)
0.000000]  init: 0xcDE21000 - 0xc0850000 ( 183 kB)
0.000000]  .data - OxcOESD000 - 0xc089CTE4 (306 kB)
0.000000] bss © 0xc0B9CTE4 - OxcOBdb3ME (253 KB)

0.000000] SLUB: Halign=32, Order=0-3, MinObjecis=0, CPUs=1, Nodes=1
0.000000] Preemptible hierarchical RCU implementation.

0.000000] Build-time adjustment of leaf fanout to 32.

0.000000] NR_IRQS 545

0.000000] clocksource: nuc980-imerS: mask: 0T max_cycles: 0xfTf, max_idle_ns: 62215505635 ns
0.000033] sched_clock: 24 bits at 120kHz, resolution $333ns. wraps every 69905062439ns

0.000741] Gonsole: colour dummy device 30x30

01856 18] console [ty S0] enabled

0.190091] Calibrating delay loop (skipped) preset value . 14555 BogoMIPS (Ipj=744443)

0.198174] pid_max: default: 327638 minimum: 301

0.203133] Mount-cache hash table entries: 1024 (order: 0, 4096 bytes)

0.209708] Mountpoint-cache hash table entries: 1024 {order: 0. 4096 bytes)

0.218918] GPU: Testing write buffer coherency: ok

0.224953] Setting up stafic identity map for 0x5400 - 0x843c

0.271558] clocksource: jiffies: mask: OxfiT max_cycles: Oxfffi, max_idle_ns: 191126044562750000 ns
0.2523 18] futex hash table entries: 256 (order: -1, 3072 byles)

0.288574] pinctrl core: initialized pinctrl subsystem

0.296433] NET: Registered protocol family 18

0.303199] DMA- preallocated 256 KiB pool for atomic coherent allocations

0.316783] <DT= nuc980_dt_device_init +
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5.3 System

5.3.1 System

System Properties > General Settings
BL200UA  staus - -  Sefngs= 10 -~ SeialModue~ OPCUA~ Operaion8Control=  Logout [REFRESHING)

System

Here you can configure the bagis e its hostname or the timezone.

System Properties

General Seitings

Local Time  2022/3/21 T-4-2:58:56

Sync with browser H Sync with NTP-Server

Hostname | BL200UA

Timezone utc v

save ooy | - [

Shenzhen Beilai Technology Co., Ltd (v1.0.11) / 2022-02-17

Tabel 9: System > System Properties > General Settings

Project Describe Default
Displays the current time of the device. You can click
Local time the "Sync browser time" or "Sync with NTP server" | --

button to update the device time.

The device name can be customized to easily
distinguish between multiple devices.

The time zone can be selected via the drop down

Hostname BL200

Timezone uTC

menu
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System Properties > Logging

BL200UA

System

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties

General Seftings | Logging | Time Synchronization

System log buffer size 64

@ kB
External system log server
Extemnal system log server port
External system log server uDrP ~
protocol
Write system log to file
Log output level Debug o
Cron Log Level Debug b

o o | | R

Shenzhen Beilai Technology Co. Ltd (v1.0.11) / 2022-02-17

Tabel 10: System > System Properties > Logging

Project Describe Default

System lo buffer
Y g 64
size

External system log
server

External system log
server port

External system log
server protocol

Write system log to
file

Log output level

Cron log level
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System Properties > Time Synchronization
An NTP server can be set to synchronize time.

BL200UA  staius~ ¢ - Seffings~ VOModule~ Serial Module ~ OPC UA =

System

Here you can configure the basic aspects of your device like its hostname or the timezone.
System Properties

Time Synchronization | | Language and Styl
Enable NTP client
Provide NTP server [

Use DHCP advertised servers

NTP server candidates | 0.openwrtpool.ntp.org x
1.openwrt pool.ntp.org ®
2 openwripool.ntp.org ®
3 openwrt peol.ntp.org ®

Save & Apply

Shenzhen Beilai Technology Co. Ltd (v1.0.11)/ 2022-02-17

System Properties > Language and Style
BL200UA Status - =~ Settings~ 1O

tion&Control ~

System

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties

Language and Style
Language  auto s

Design | Bootstrap g

Save & Apply | ~ Save l Reset
Shenzhen Beilai Technology Co. Lid (w1.0.11)/ 2022-02-17
Tabel 11: System > System Properties > Language and Style
Project Describe Default
Language Available in auto, English, Chinese (Chinese) auto
Design Currently only Bootstrap is supported. Bootstrap
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5.3.2 Administration

Administration > Router Password
Change the administrator password for accessing the device.

BL200UA 5 ;- Y - 2= Serial Module = OPCUA~-  Operation&Control -

Router Password T E—

Router Passwo

Changes the administrator paq

Password *

Confirmation *

Shenzhen Beilai Techneology Co. Ltd (v1.0.11)/ 2022-02-17

Administration > SSH Keys

Public keys allow for the passwordless SSH logins with a higher security compared to the use
of plain passwords. In order to upload a new key to the device, paste an OpenSSH
compatible public key line or drag a .pub file into the input field.

BL200UA

SSH-Keys
Public keys allow for the passwordiess SSH logins with a higher security compared to the use of plain passwords. In order to upload a new key to the device, paste
an OpenSSH compatible public key line or drag a8 _pun file into the input field.

Mo public keys present yet.

Add key

Shenzhen Beilai Technology Co. Ltd (v1.0.11)/ 20220217
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5.3.3 Backup/Flash Firmware

BL200UA

Flash operatio

Actions || Configuratio Backup / Flash
Firmware

Backup

Click "Generate archive” to download a tar archive of the current configuration files.

Restore

To restore configuration files, you can upload a previously generated backup archive here. To reset the firmware to its inifial state, click "Perform reset” {only
possible with squashfs images).

Reset to defaults Perform reset

Restore backup Upload archive...

@ Custom files (certificates, scripts) may remain on the system. To prevent this, perform a factory-reset first.

Save mtdblock contents
Click "Save mtdblock” to download specified mtdblock file. (NOTE: THIS FEATURE IS FOR PROFESSIONALS! )

Choose midblock | u-boot ~

Download midblock Save midblock

Flash new firmware image
Upload a sysupgrade-compatible image here to replace the running firmware.

Image Flash image...

Shenzhen Beilai Technology Co. Ltd {v1.0.11) / 2022-02-17

Tabel 12: System > Backup/ Flash Firmware > Actions

Project Describe Default
Click "Generate archive" to download a tar
Backup , ) . , --
archive of the current configuration files.
To restore configuration files, you can upload a
previously generated backup archive here. To
Restore , R . -
reset the firmware to its initial state, click "Perform
reset" (only possible with squashfs images).
Click "Save mitdblock" to download specified
Save mtdblcok i
mtdblock file. (NOTE: THIS FEATURE IS FOR | --
contents
PROFESSIONALS!)
Flash new firmware | Upload a sysupgrade-compatible image here to
image replace the running firmware.
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5.3.4 Reboot

Clicking on "Perform reboot" will reboot your device.

BL200UA Status = - IO Module = Se Aodule = OP \ = ion&Control = Logout

Reboot

Reboots the operating system of your device

Perform reboot

Shenzhen Beilai Technology Co. Ltd (w1.0.11})/ 2022-02-17

5.4Settings

Device settings

BL200UA Status ~  System ~ /0 Module ~ S fodule Operation&Conirol ~  Logout

Device settings
Device settings

Modbus Device 1D 1

@ If not set or set to 0, the device ID in the Modbus command is ignored
Modbus TCP port 502

192.168.1.253
@ The 3rd segment of IP address is determined by dial switch, restart the device and the modification will take effect

Dial switch address

IP Address Type Static Address 2
Set device |P address
Subnet Mask 255255 2550

Gateway address
e

Shenzhen Beilai Technology Co. Ltd {v1.0.11) / 2022-02-17

Tabel 13: Settings > Device settings

Project Describe Default
Modbus Device ID Modbus device ID range is 1~247. 1
Modbus TCP protocol port number, which can
be customized.

Modbus TCP port 502

Dial switch address | Displays the IP address set by the Dial switch.

Select from "Static Address", "Dynamic
Address(DHCP)".

The IP address of the device can be set by
yourself, and it needs to be restarted to take | --
effect after setting.

IP address type

Set device IP
address

Subnet mask Set IP subnet mask
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| Gateway address | Set IP gateway address

5.5 I/O modules

After power-up, the controller automatically recognizes all I/O modules connected to it
and creates an internal local process image based on the module type, data width and the
module's position in the node.

If I/0 modules are added, changed or removed, a new process image is created and the
process data addresses change. When adding an I/O module, the process data of all
previous I/O modules must be considered.

The controller can connect up to 32 I/0 modules, including digital input and output,

analog input and output and special function modules.

BL200UA Status ~ System ~  Seftings = IO M Senial Module ~ OPCUA~  Operation&Control ~  Logout

10 status
1o Module Module Channel Modbus 24V Address- Soft (] Channel Status
Slot Name Type Number Address State Version Status
1 M1081 DI 8 2000-2007 9001-Power On 5 Norma Channiel St
2 M2082 alo} S 1000-1007 9002-FPower On 5 Normal Channiel Staw
3 M3041 Al 4 3000-3006 9003-Power On 5 Norma Channel Sta
4 M4044 AD 4 4000-4006 9004-Power On 5 Naormal Channiel St
5 MED21 com 2 00 9005-Power On 5 Normal Channel Staty

=3

Shenzhen Beilai Technology Co. Lid {v1.0.11) / 2022-02-17

Tabel 14: /O Moadule > I/O Status

Project Describe
The order of IO modules in the card slot, the first module card
10 slot position close to the controller is 1, and the following ones are 2 3

4...
Detailed model of IO module

Module name

Module type

10 module function type

Channel Number

Data width of IO module

Modbus Address | Process map address of the 10 module inside the controller
24V Address . . -~ .
State Power supply status on the field side of the IO module, digital, 1 bit

Software version

10 module internal firmware version

10 status

10 module and controller communication status

Channel status

Click to view and set the parameters of different types of 10
modules
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5.5.1 Digital input module

The digital input module can provide two types of data, one is the current input state
value, Boolean type; the other is the counter value, 32-bit numerical type, which supports
the clear function.

BL200UA  status ~ m~ Seffings = IO e~ Serial Module = - ion&Control = Logout

10 status
10 Slot:1,Module Type:DI,Module Name:M1081

Channels Modbus Address Value
1 2000 Open
2 2001 Open
3 2002 Open
4 2003 Open
5 2004 Open
6 2005 Open
7 2006 Open
8 2007 Open
DI Count

Channel Modbus Address Value Clear

1 5000 0 Clear

2 5002 0 Clear

3 5004 0 Clear

4 5006 0 Clear

5 5008 0 Clear

] 5010 0 Clear

7 5012 0 Clear

] 5014 0 Clear

Back to Cverview Save |

Tabel 15: Digital Input Modules > 10 Status

Project Describe
Channels Channel number of the digital input module
Modbus Address Process map address of Boolean status data inside the
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controller

Value Display the current input state, open: logic 0, close: logic 1

Tabel 16: Digital Input Modules > DI Count

Project Describe

Channels Channel number of the digital input module

Modbus Address Process map address of the count value inside the controller
Value Display the current input count value, 32-bit unsigned integer
Clear Can clear the current channel counter value

5.5.2 Digital output module

BL200UA Status - n- Settings -~ fla ule - Serial Module =~ OPCUA~  Operation&Control =  Logout

10 status
10 Slot:2,Module Type:DO,Module Name:M2082

Channels Modbus Address Value PowerOn Status OpeniClose

1 1000 Open Open ~ Open/Close
2 1001 Open Open A Open/Close
3 1002 Open Open ~ Open/Close
4 1003 Open Open ~ Open/Close
5 1004 Open Open ~ Open/Close
6 1005 Open Open ~ Open/Close
i 1006 Open Open v Open/Close
8 1007 Open Open hd Cpen/Close

Back to Cverview | Save | Reset

Shenzhen Beilai Technology Co.,Ltd (v1.0.11) / 2022-02-17

Tabel 17: Digital outout module

Project Describe

Channels Channel number of the digital output module

Process map address of the digital output boolean data inside
the controller

Modbus address

Value Display the current output state, open: 0, close: 1

Set the state of DO after power-on, select from "open", "close",
power-on status "ast"
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| open/close | Can control the current channel output state

5.5.3 Analog input module

The analog input (Al) type module supports setting parameters through the controller
web page, so that the data conversion is automatically realized inside the module, and the
actual engineering value corresponding to the sensor can be directly output.

BL200UA Status =  System - /O Module ~  Serial Module ~ OPCUA~  Operation&Control ~  Logout

10 status
10 Slot:3,Module Type:Al,Module Name:M3041

Channels  Modbus Address Value Mode Offset(mA) Min Value Max Value Cal. Calibrate
Input{mA}

1 3000 0.000000  Current4-20mA v Calibrate

2 3002 0.000000  Current4-20mA v Calibrate

3 3004 0000000  Current4-20mA v Calibrate

4 3006 0.000000  Current4-20mA v Calibrate

Back to Overview | Save || Reset

Shenzhen Beilai Technology Co. Ltd (v1.0.11)/ 2022-02-17

Tabel 18: Analog input module

Project Describe
Channels Channel number of the analog input module
Process map address of the analog input module inside the
Modbus Address
controller
S Display the actual project value input by the current channel,
32-bit single-precision floating-point type
Different models of analog input modules have different options,
Mode please refer to the specific analog input I/O module manual for
details.
Offset(mA) The offset can be used to adjust the acquisition and actual error.
Min Value Sensor range minimum
Max Value sensor range maximum
Calibrate Input(mA) | To calibrate the Al, enter the actual current of the Al.
Calibrate Click "Calibrate" to confirm the calibration Al.

There is a linear relationship between the electrical signal value of the analog input
module (usually a sensor) and the actual engineering value. Their formulas are as follows
(take 4-20mA as an example):
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Actual engineering value = (current value - 4) * ((maximum - minimum) / (20 - 4)) +
minimum

Take the 4-20mA type water level sensor to measure the depth of the water tower as an
example:

The known water level sensor range is 0-100m, the current data is 5.6mA, and the depth
of the water tower is calculated:
Into the formula:

(5.6 - 4) * (100 - 0) / (20 - 4)) + 0 = 10

the depth of the water tower is 10m

5.5.4 Analog output module

BL200UA Status =  System ~ IO Module ~  Serial Module = OPC UA~  Operation&Control ~  Logeut

10 status
10 Slot:4,Module Type:AO,Module Name:M4044

Channels Modbus Address Value Mode Offset{V) Min Value Max Value Set Value
1 4000 0.000000 Voltage 0-10V v
2 4002 0.000000 Voltage 0-10V v
3 4004 0.000000 Voltage 0-10V v
4 4006 0.000000 Voltage 0-10V v

Back to Overview | Save || Reset

Shenzhen Beilai Technelogy Co. Ltd (v1.0.11)/ 2022-02-17

Tabel 19 : Analog output module

Project Describe
Channels Channel number of the analog output module
Process map address of the analog output module inside the
Modbus Address
controller
Value Display the actual project value output by the current channel,
u

32-bit single-precision floating-point type

Different models of analog output modules have different
Mode options, please refer to the specific analog output /O module
manual for details.
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Offset Adjust the setting and the actual error

Min value Actual engineering value minimum value

Max value Actual engineering value maximum value

Set value You can set the actual project value required for the output

5.6 Serial port RS485 module

Various sensors, meters and other devices that support Modbus RTU protocol can be
connected to the edge controller through the serial port module. It allows process mapping
between external sensor data and the controller via the local bus.

5.6.1 Serial port settings

BL200UA Status - ystem ~  Settings = 10 ule~ SeralModule ~ OPCUA~-  Operation&Control -  Logout

Serial Settings
Serial Settings

10 Slot Module Type COM Type COM Name Baudrate Data bits Parity Stop bits Modbus Settings
5 MB021 RS485 COM1 9600 ~ 3 ~ Mone 1 ~ Modbus Settings
5 MB021 RS485 COM2 9500 ~ 3 ~ Mone W 1 ~ Modbus Settings

Shenzhen Beilai Technology Co. Ltd {v1.0 11}/ 2022-02-17

5.6.2 Modbus settings

Modbus settings are used to add Modbus RTU devices to the serial communication 1/0O
module.

BL200UA Status = System -  Settings = le~ SeralModule = OPCUA~

Modbus Master

Modbus Master
S Alias  Slave Slave Function Data Register Start Data Mapping Enable Query
Interface Address Code Type Address Number Address

This section confaing ho values yet

save &Aooty | - | IEEE

Shenzhen Beilai Technology Co. Ltd (v1.0.11)/ 2022-02-17
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Enter the custom data name in the input box and click Add

BL200UA Status - ystem = Settings ~ ! Module = OPC UA~
Modbus Master
Modbus Master
e Alias  Slave Slave Function Data Register Start Data Mapping Enable Query

Interface Address Code Type Address Number Address

Thiz section contains no values yet

[ ada |

Save & Apply | ~ Save | Res

i}

Shenzhen Beilai Technology Co.,Lid (v1.0.11) / 2022-02-17

The configuration box pops up to configure

Modbus Master - 1

Alias
Slave Interface COM1 e
Slave Address
Function Code  01-Digital Output hd

Register Start Address 0
Data Number
Mapping address alloc  Auto o

Polling period(s)

@ 17 not set, the default is 0.2s

Response timeout(s)

@ If not set, the default is 0.55

Tabel 20: Modbus master

Project Describe
Alias Device nickname can be used to distinguish data
Slave Interface Select serial channel
Slave address Slave device address, range 1-247
Select according to the slave data type, including: "01", "02",

Function code
IIO3II, IIO4II

Register start address | Register start address of slave data

Data number Number of slave data

Mapping address | Support distribution method:
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alloc auto

According to different data types, the system automatically
allocates down the starting address of the mapping, and the
addresses are continuous.

manual

Manual allocation allows mapping addresses to be allocated
across segments

Polling period (s) The interval between two adjacent polling commands

After sending the command to the slave station, wait for the
maximum time for the slave station to return data. If the time
exceeds this time, the slave station will be considered to have
no response.

Response timeout (s)

For the built slave, you can modify, delete, and view data, or you can disable collection.

BL200UA Status = System = Seftings~  1/0 ule~ Serial Module =~ OPCUA~ Operation&Conirol =  Logout

Modbus Master
Modbus Master

Alias  Slave Slave Function Data Register Data Mapping Enable Query
Name Interface Address Code Type Start Number Address
Address
Q
P 10000~ u =
1 1 COM1 1 1 Bool 0 1 10000 ? m Dslete
¥

| Add |

Shenzhen Beilai Technology Co. Ltd (v1.0.11)/ 2022-02-17
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5.70PC UA settings

BL200UA Status =  System - 10 e~ SefalModule~ OPCUA~- Operaion&Control ~  Logout

OPC UA settings

OPC UA settings
OPC UA Name

Port 4840
Security Policy | Aes128Sha256Rsalaep k-
Message Security Mode Sign&Encrypt hd

Certificate Selectfile...

Private key Selectfile. ..

Allow Anonymous [

Usermame
Password
Data select | Information Model 2
Model File xml) Select file.
Dependent model files None b

LRV | save || Reset
Shenzhen Beilai Technology Co. Ltd (v1.0.11) / 2022-02-17
Tabel 21 : OPC UA settings
Project Describe Default
OPC UA name OPC UA server name
Port OPC UA service port number 4840
None.
basic128rsa15
Security policy baS!CZSG None
basic256sha256
aes128sha256rsaoaep

All security policies

Message  security | sign

mode Sign and encrypt

OPC UA certificate, click the uploaded
certificate to load the configuration page.

Certificate

Private key OPC UA private key, click on the uploaded
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certificate to load it into the configuration page.

Whether to enable user name and password
Allow anonymous

login
Username Fill in the username
Password Fill in password
all data
Data select Select data point all data

information model

You can select the data points you want to read.
Select data point "Data selection" option to select "select data
point" to have this option

Upload the information model (.xml) file, select
Model file (.xml) "Information Model" in the "Data Selection" item
to have this option

Dependent model | Select the number of information models to
files reference, up to 5 can be selected.

Dependent Models | Upload the information model (.xml) file to be

1-5 referenced

Note: For a customized information model, the data point description item must be in the
format of REG + Modbus address during modeling. For example, DO1 point description item
fills in REG1000, and other items are customized.

5.80ther functions

1. Logic operation and control function

2+ OpenVPN function

3. Uplink protocols: Huawei Cloud IoT, Ali Cloud IoT, AWS IoT, MQTT, thingsboard,
sparkplugB, Kingpigeon Cloud and other protocols.

These functions are introduced in the subsequent manual.

6. Fieldbus Communication

6.1Modbus

6.1.1 Overview

Modbus is an open, manufacturer-independent fieldbus standard protocol for a variety
of applications in manufacturing and process automation.
MODBUS is an application layer messaging protocol at layer 7 of the OSI model that
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enables client/server communication between devices connected on different types of buses
or networks.
Several commonly used networks are as follows:
B TCP/IP over Ethernet,
B Asynchronous serial transmission of multiple media (wired: EIA/TIA-232-E, EIA-422,
EIA/TIA-485-A; optical fiber, radio, etc.).
B MODBUS PLUS, high-speed token.

MODBUS is a request/response protocol that provides services specified by function
codes.

The MODBUS protocol allows easy communication within all types of network
architectures.

MODBUS COMMUNICATION
———c S

Drive Hﬂ{" /0| |[I/0 : 70
‘ll \\\ /

MODEBUS ON TCP/IP I‘

A Gateway Gateway /\

HMI I/0

MODBUS ON RS232

MODBUS ON RS485

F

MODBUS ON MB+

I/O

5

=

(3]

D
==

Drive

I/ O Device
/4o

Figure 32: Modbus Network Architecture

»

The MODBUS protocol defines a simple protocol data unit (PDU) independent of the
underlying communication layer. The mapping of the MODBUS protocol on a specific bus or
network can introduce some additional fields on the Application Data Unit (ADU).

ADU

< =

PDU -

Figure 33: Modbus data frame
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More details on the Modbus open protocol specification can be found on the website
www.modbus.org.

6.1.1 Modbus TCP

The Modbus TCP protocol is a variant of the Modbus protocol that is optimized for
communication over a TCP/IP connection. The protocol is designed for data exchange at the
field level (ie for I/O data exchange in the process image). On the server side, all packets are
sent over a TCP connection with port number 502.

The general Modbus TCP message is as follows:

byte 0o |1 23 |a|5]6 7 8-n
o transaction | protocol field slave Modbus
definition | . , . ) data
identifier identifier | length | address | function code

6.1.2 Modbus data encoding

Modbus uses "big endian” representation for addresses and data items. This means that
when transferring numbers larger than a single byte, the most significant byte is sent first.

6.1.3 Modbus data type

The modbus protocol is based on the following basic data types:

Tabel 22: Modbus basic data type

type of data object type access type describe
digital input 1 bit read digital input
coil 1 bit read/write digital output
input register 16 bit (word) read analog input
holding register 16 bit (word) read/write analog output

For each basic data type, one or more function codes are defined. These function codes
allow digital or analog input and output data, as well as internal variables to be set or read

directly from the fieldbus node.

6.1.2 Modbus function code description

The function codes supported by the BL200 fieldbus node are shown in the table below.
To perform the required functions, please specify the respective function codes and the
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address of the selected input or output channel or register.

Tabel 23: Modbus function code list

Modbus function code | function access type | describe
0x02 read digital input read
0x01 read coil read/write .
. . ; - Access by 1 bit
0x05 write a single coll read/write
0xOF write multiple coils read/write
0x04 read input register read
0x03 read multiple registers read/write ]
. X . - Access by 16 Bit
0x06 write a single register read/write
0x10 write multiple registers | read/write

The MODBUS function is performed as follows:

1. The MODBUS TCP master station (such as PC) sends a request to the BL200 fieldbus
node using a specific function code;

2. The BL200 fieldbus node receives the data message, and then responds to the
master with correct data according to the master's request.

If a fieldbus node receives an incorrect request, it sends an error data telegram
(exception) to the master.

The meaning of the exception code contained in the exception is as follows:

Tabel 24: Modbus exception code

Exception code Describe

0x01 illegal function
0x02 illegal data address
0x03 illegal data value
0x04 slave device failure

6.1.2.1 Function code 0x02 (read digital input)

This function code is used to read the continuous state of single or multiple digital inputs.
1. request

The request specifies the starting address and the quantity to be read.

Tabel 25: Function code Ox02 - request message

Number of
Field Name Example Describe
bytes
Transaction 2 Byte 0x00 01 Identification of Modbus
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identifier request/response transactions
Protocol
] o 2 Byte 0x00 00 0x00 00: Modbus protocol
identifier
The number of bytes of the followin
Message length | 2 Byte 0x00 06 “ y wing
data
Device address | 1 Byte 0x01 Slave address identification
Read digital input, use function code
Function code 1 Byte 0x02 'gial Tnpdt, 4 vnet
0x02
The address is detailed in the "Modbus
Start address 2 Byte 0x07 DO . .
Register Mapping" chapter
Enter quantity 2 Byte 0x08 Read 8 digital inputs

2. response

The data field indicates the value of the input state. A binary 1 corresponds to the on state
and a 0 corresponds to the off state. The least significant bit (LSB) of the first data byte
contains the first bit of the request, the others are in ascending order. If the response data is
not a multiple of 8, the remaining bits of the last data byte will be padded with zeros
(towards the upper bits of the byte).

Tabel 26: Function code Ox02-response message

. Number of )
Field Name Example Describe
bytes
Transaction Identification of Modbus
. - 2 Byte 0x00 01 )
identifier request/response transactions
Protocol
. o 2 Byte 0x00 00 0x00 00: Modbus protocol
identifier
The number of bytes of the followin
Message length | 2 Byte 0x00 04 “ y wing
data
Device address | 1 Byte 0x01 Slave address identification
Read digital input, use function code
Function code 1 Byte 0x02 'gial Tnpdt, 4 tnet
0x02
Data bytes 1 Byte 0x01 number of bytes of data
Data 1 Byte 0x89 response data

3. abnormal

Tabel 27: Function code Ox02 - abnormal response

. Number of .
Field Name Example Describe
bytes
Function code 1 Byte 0x82 Modbus function code + 0x80
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| abnorm

al code

1 Byte

0x01

0x01 or 0x02

4. Exam

ple

Read the value of 8 digital inputs from address 2000 to 2007.

request

0x00 01 00 00 00 06 01 02 07 DO 00 08

Tabel 28: Function Code 0x02-Request Message-Example

Byte 1 2 3 4 5 6 7 8 9 10 11 12
Data 00 01 00 00 00 06 01 01 07 DO 00 08
illu
transaction protocol message device function stat number of
stra
identifier identifier length address code address coils
te
response
0x00 01 00 00 00 04 01 02 01 89
Tabel 29: Function Code 0x02-Response Message-Example
Byte 1 2 3 4 5 6 7 8 9 10
Data 00 01 00 00 00 04 01 01 01 89
illu
transaction protocol message device function
stra data bytes data
identifier identifier length address code
te

Status from 2007 to 2000 is displayed as byte value 0x89 or binary 1000 1001. Address
2007 is the most significant bit MSB of the byte, 2000 is the least significant bit LSB, the
distribution from high to low is as follows:

Tabel 30: digital input data

Bit 7 6 & 4 3 2 1 0
address 2007 2006 2005 2004 2003 2002 2001 2000

status 1 0 0 0 1 0 0 1
illustrate close open open open close open open close

6.1.2.2 Function code 0x01 (read coil)

This function code is used to read the continuous status of single or multiple coils in the
remote device.
1. request

The request specifies the starting address, which specifies the address of the first coil, and
the number of coils.
Tabel 31: Function code Ox01 - request message

V1.0
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Numb f
Field Name umber o Example illustrate
bytes
.Trane",?ction 2 Byte 0x00 01 Identification of | Modbus
identifier request/response transactions
Protocol
] o 2 Byte 0x00 00 0x00 00: Modbus protocol
identifier
The number of bytes of the followin
Message length | 2 Byte 0x00 06 “ y wing
data
Device address | 1 Byte 0x01 Slave address identification
Function code 1 Byte 0x01 Read coil, use function code 0x01
The address is detailed in the "Modbus
Start address 2 Byte 0x03 E8 . .
Register Mapping" chapter
Number of coils | 2 Byte 0x00 08 Read 8 coil states

2. response

The data field indicates the value of the input state. A binary 1 corresponds to the on state
and a 0 corresponds to the off state. The least significant bit (LSB) of the first data byte
contains the first bit of the request, the others are in ascending order. If the response data is
not a multiple of 8, the remaining bits of the last data byte will be padded with zeros
(towards the upper bits of the byte).

Tabel 32: Function code Ox01-response message

. Number of .
Field Name Example illustrate
bytes
Transaction Identification of Modbus
. - 2 Byte 0x00 01 )
identifier request/response transactions
Protocol
] o 2 Byte 0x00 00 0x00 00: Modbus protocol
identifier
The number of bytes of the followin
Message length | 2 Byte 0x00 04 y g
data
Device address | 1 Byte 0x01 Slave address identification
Function code 1 Byte 0x01 Read coil, use function code 0x01
Data bytes 1 Byte 0x01 number of bytes of data
Data 1 Byte 0x89 response data
3. abnormal
Tabel 33: Function code Ox01-abnormal
. Number of .
Field Name Example illustrate
bytes
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function code 1 Byte 0x81 Modbus function code + 0x80
abnormal code | 1 Byte 0x01 0x01 or 0x02
4. example
Read the status values of 8 coils from addresses 1000 to 1007.
request
0x00 01 00 00 00 06 01 01 O3 E8 00 08
Tabel 34: Function Code 0x01-Request Message-Example
Byte 1 2 3 4 ) 6 7 8 9 10 11 12
Data 00 01 00 00 00 06 01 01 03 E8 00 08
illu transaction protocol message Device function initial Number of
stra identifier identifier length address code address coils
te
response
0x00 01 00 00 00 04 01 01 01 89
Tabel 35: Function code Ox01 -response message
Byte 1 2 3 4 5 6 7 8 9 10
Data 00 01 00 00 00 04 01 01 01 89
illu
transaction protocol message Device function
stra data bytes data
identifier identifier length address code
te

Status from 1007 to 1000 is displayed as byte value 0x89 or binary 1000 1001. Address
1007 is the most significant bit MSB of the byte, 1000 is the least significant bit LSB, the

distribution from high to low is as follows:

Tabel 36: Coil data

Bit 7 6 5 4 3 2 1 0
address 1007 1006 1005 1004 1003 1002 1001 1000
status 1 0 0 0 1 0 0 1
illustrat

close open open open close open open close
e
6.1.2.3 Function code 0x05 (write a single coil)
This function will write a single coil status to the slave device.
1. request
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Tabel 37: Function code Ox05 - request message

Number of
Field Name Example illustrate
bytes
T[rans'a.ction 2 Byte 0x00 01 Identification of | Modbus
identifier request/response transactions
rotocol
_p o 2 Byte 0x00 00 0x00 00: Modbus protocol
identifier
The number of bytes of the followin
message length | 2 Byte 0x00 06 “ y wing
data
Device address | 1 Byte 0x01 Slave address identification
) To write a single coil, use function code
function code 1 Byte 0x05
0x05
register The address is detailed in the "Modbus
2 Byte 0x03 E8 , ,
address Register Mapping" chapter
This value is: OxFF 00 or 0x00 00. OxFF
data input 2 Byte OxFF 00 00 means write 1, 0x00 00 means write
0.

2. response

Tabel 38: Function code Ox05-response message

. Number of .
Field Name Example illustrate
bytes

transaction Identification of Modbus

. - 2 Byte 0x00 01 )

identifier request/response transactions

rotocol

_p o 2 Byte 0x00 00 0x00 00: Modbus protocol

identifier
The number of bytes of the followin

message length | 2 Byte 0x00 06 “ y wing
data

Device address | 1 Byte 0x01 Slave address identification
To write a single coil, use function code

function code 1 Byte 0x05 w 9 t se Tnct
0x05

data bytes 2 Byte 0x03 E8 Write the register address of the coil
This value is: OxFF 00 or 0x00 00. OxFF

data input 2 Byte OxFF 00 00 means write 1, 0x00 00 means write
0.

3. abnormal

Tabel 39: Function code Ox05-abnormal

Field Name

Number
bytes

of
Example

illustrate
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function code 1 Byte 0x85 Modbus function code + 0x80
abnormal code | 1 Byte 0x81 0x01 or 0x02

4. example

Write the state value of the coil at address 1000 as 1, that is, the closed state.
request

0x00 01 00 00 00 06 01 05 03 E8 FF 00

Tabel 40: Function Code 0x05-Request Message-Example

Byte 1 2 3 4 5 6 7 8 9 10 11 12

Data 00 01 0000 00 06 01 05 03 E8 FF 00

illu
transaction protocol message Device function Coil

stra write "1"
identifier identifier length address code address

te

response

0x00 01 00 00 00 06 01 05 03 E8 FF 00

Tabel 41: Function Code 0x05-Response Message-Example

Byte 1 2 3 4 5 6 7 8 9 10 1 12
Data 00 01 00 00 00 06 01 05 03 E8 FF 00
illustr | transaction | protocol message Device function Coil write "1"
ate identifier identifier length address code address

6.1.2.4 Function code 0OxOF (write multiple coils)

This function code is used to set multiple consecutive coils to open or close. The on/off state
of the request is specified by the content of the request data field. A logical "1" requests the
corresponding output to close, and a logical "0" requests it to open. The normal response
returns the function code, the starting address and the number of coils executed.

1. request

Tabel 42: Function code OxOf - request message

. number of .
Field Name Example illustrate
bytes
transaction Identification of Modbus
. - 2 Byte 0x00 01 )
identifier request/response transactions
protocol
) o 2 Byte 0x00 00 0x00 00: Modbus protocol
identifier
The number of bytes of the followin
message length | 2 Byte 0x00 08 data ! y wing
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Device address | 1 Byte 0x01 Slave address identification

function code 1 Byte 0xOF Write multiple coils, use function code
OxOF
The address is detailed in the "Modbus

start address 2 Byte 0x03 E8 . I . red| !
Register Mapping" chapter

Number of coils | 2 Byte 0x00 08

data bytes 1 Byte 0x01

data 1 Byte OxFF

2. response

Tabel 43 : Function code OxOf - response message

. number of .
Field Name Example illustrate
bytes
transaction Identification of Modbus
. - 2 Byte 0x00 00 )
identifier request/response transactions
protocol
. . 2 Byte 0x00 00 0x00 00: Modbus protocol
identifier
The number of bytes of the following
message length | 2 Byte 0x00 06
data
Device address | 1 Byte 0x01 Slave address identification
Write multiple coils, use function code
function code 1 Byte Ox0F I WP e, U unct
OxOF
start address 2 Byte 0x03 E8
Number of coils | 2 Byte 0x00 08

3. abnormal

Tabel 44 : Function code OxOf-abnormal

b f
Field Name number o Example illustrate
bytes
function code 1 Byte 0x8F Modbus function code + 0x80
abnormal code | 1 Byte 0x01 or 0x02

4. example

Starting from address 1000, close all 8 coils, that is, write the value of 8 coils as OxFF.

request

0x00 01 00 00 00 08 01 OF O3 E8 00 08 01 FF
Tabel 45: Function code OxOf-request message-example

Byte | 1 | 2

3|4

5 6 7

8 o [10[11]|12] 13 | 14

Data 00 01

00 00

00 08 01

OF 03 E8 00 08 01 FF
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illu
transactio protocol message Device function start Number data
stra data
n identifier | identifier | length address | code address of coils bytes
te
response
0x00 01 00 00 00 06 01 OF 03 E8 00 08
Tabel 46: Function code Ox0f-response message-example
Byte 1 2 3 4 5 6 7 8 9 10 11 12
Data 00 01 00 00 00 06 01 OF 03 E8 00 08
illu
transaction protocol message Device function start Number of
stra
identifier identifier length address code address coils
te

6.1.2.5 Function code 0x04 (read input register)

This function code is used to read consecutive input registers in multiple remote devices. The

request PDU specifies the address of the starting register and the number of registers. The

register data in the response message is packed into two bytes per register, and the binary

content within each byte is right-aligned.

1. request

Tabel 47: Function code O0x04 - request message

number of
Field Name Example illustrate
bytes
transaction Identification of Modbus
ransact 2 Byte 0x00 01 reat , “
identifier request/response transactions
protocol
. . 2 Byte 0x00 00 0x00 00: Modbus protocol
identifier
The number of bytes of the following
message length | 2 Byte 0x00 06
data
Device address | 1 Byte 0x01 Slave address identification
) Read input register, use function code
function code 1 Byte 0x04
0x04
The address is detailed in the "Modbus
start address 2 Byte 0x0B B8 . .
Register Mapping" chapter
Number of
. 2 Byte 0x00 08
registers
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2. response

Tabel 48: Function code Ox04-response message

number of
Field Name Example illustrate
bytes
T[rans'a.ction 2 Byte 0x00 00 Identification of | Modbus
identifier request/response transactions
rotocol
_p o 2 Byte 0x00 00 0x00 00: Modbus protocol
identifier
The number of bytes of the followin
message length | 2 Byte 0x00 13 “ y wing
data
Device address | 1 Byte 0x01 Slave address identification
) Read input register, use function code
function code 1 Byte 0x04
0x04
data bytes 1 Byte 0x10
0x
3F 8E 38
86 40 OE
data 16 Byte 38 86 40
55 54 CA
40 8E 35
3F
5. abnormal
Tabel 49: Function code Ox04-abnormal
. number of .
Field Name Example illustrate
bytes
function code 1 Byte 0x84 Modbus function code + 0x80
abnormal code | 1 Byte 0x01 0x01 or 0x02

6. example

Starting at address 3000, read the values of the 4 analog inputs. Since the BL200 controller
node register map data type is 32Bit Float, that is, 1 analog input data = 2 registers = 4 bytes,
8 input registers need to be read.

request

0x00 01 00 00 00 06 01 04 0B B8 00 08

Tabel 50: Function Code 0x04-Request Message-Example

Byte 1 2 3 4 5 6 7 8 9 10 11 12
Data 00 01 0000 00 06 01 04 0B B8 0008
illu | transaction protocol message Device function start Number of
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stra | identifier identifier length address code address registers
te
response
0x00 01 000000130104 103F9D 70 A4 4015 C2 8F 40 5C CC CD 40 91 EB 85
Tabel 51: Function Code 0x04-Response Message-Example
Byte 1 2 3 4 5 6 7 8 9 10...25
Data 00 01 0000 0013 01 04 10 XXX
illu ] )
transaction protocol message Device function
stra data bytes data
identifier identifier length address code
te

The data part has a total of 16 bytes, which are converted into decimal as follows

Tabel 52: read input register - convert data to decimal

Byte 10 | 11 [ 12|13 [ 14| 15|16 |17 | 18| 19| 20 | 21 | 22| 23 | 24 | 25

Data 3F9D 70 A4 40 15 C2 8F 405C CCCD 40 91 EB 85
decimal 1.23 2.34 3.45 456
illustrate | first data second data third data fourth data

6.1.2.6 Function code 0x03 (read holding register)

This function code is used to read continuous holding registers in multiple remote devices.
The request PDU specifies the address of the starting register and the number of registers.
The register data in the response message is packed into two bytes per register, and the
binary content within each byte is right-aligned.

1. request

Tabel 53: Function code Ox03 - request message

. number of .
Field Name Example illustrate
bytes
t ti Identification of Modbus
.rans.a .C on 2 Byte 0x00 01 )
identifier request/response transactions
rotocol
_p . 2 Byte 0x00 00 0x00 00: Modbus protocol
identifier
The number of bytes of the followin
message length | 2 Byte 0x00 06 y d
data
Device address | 1 Byte 0x01 Slave address identification
function code 1 Byte 0x03 Read holding register, use function
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code 0x03
The add is detailed in the "Modb

start address 2 Byte 0xOF AO e'a ress IS, etaried In the “odbus
Register Mapping" chapter

Number of . .

. 2 Byte 0x00 08 Number of holding registers to read
registers

2. response

Tabel 54: Function code Ox03-response message

number of
Field Name Example illustrate
bytes
transaction Identification of Modbus
. . 2 Byte 0x00 00 )
identifier request/response transactions
protocol
. . 2 Byte 0x00 00 0x00 00: Modbus protocol
identifier
The number of bytes of the following
message length | 2 Byte 0x00 13
data
Device address | 1 Byte 0x01 Slave address identification
. Read holding register, use function
function code 1 Byte 0x03
code 0x03
data bytes 1 Byte 0x10 data bytes
0x
3F 9D 70
A4 40 15
data 16 Byte C2 8F 40 | response data
5C CC CD
40 91 EB
85
3. abnormal
Tabel 55: Function code O0x03-abnormal
number of
Field Name Example illustrate
bytes
function code 1 Byte 0x83 Modbus function code + 0x80
abnormal code | 1 Byte 0x01 0x01 or 0x02

4. example

Starting at address 4000, read the values of the 4 analog outputs (belonging to the holding
registers). Since the analog output I/O module register map data type is 32Bit Float, that is, 1
analog output data = 2 registers = 4 bytes, it is necessary to read 8 holding registers.
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request

0x00 01 00 00 00 06 01 03 OF A0 00 08

Tabel 56: Function Code 0x03-Request Message-Example

Byte 1 2 3 4 5 6 7 8 9 10 11 12
Data 00 01 0000 00 06 01 03 OF A0 0008
illu
¢ transaction protocol message Device function start Number of
stra
¢ identifier identifier length address code address registers
e
response
0x00 01 000000130103 103F9D 70 A4 4015 C2 8F 40 5C CCCD 4091 EB 85
Tabel 57: Function Code 0x03-Response Message-Example
Byte 1 2 3 4 5 6 7 8 9 10...25
Data 00 01 0000 0013 01 03 10 XXX
illu
transaction | protocol message Device function
stra data bytes data
identifier identifier length address code
te

The data part has a total of 16 bytes, and the conversion to decimal is as follows:
Tabel 58: Read Holding Registers - Convert Data Decimal

Byte 10 | 11 [ 12|13 [ 14| 15|16 |17 | 18| 19| 20 | 21 | 22| 23 | 24 | 25

Data 3F9D 70 A4 40 15 C2 8F 405C CCCD 40 91 EB 85
decimal 1.23 2.34 3.45 456
illustrate | first data second data third data fourth data

6.1.2.7 Function code 0x06 (write a single register)

This function code is used to write to holding registers in a single remote device. The
request PDU specifies the address of the starting register and the number of registers. The
register data in the response message is packed into two bytes per register, and the binary
content within each byte is right-aligned.

This function code is only suitable for reading the serial port I/O module register
mapping data, the address range: 40000 ... 49999. The data type of the analog input/output
IO module is 32Bit Float format, the complete data cannot be read, and this function cannot
be used.

1. request

Tabel 59 : Function code Ox06 - request message

Field Name number of | Example illustrate
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bytes
T[rans'a.ction 2 Byte 0x00 01 Identification of | Modbus
identifier request/response transactions
protocol identifier | 2 Byte 0x00 00 0x00 00: Modbus protocol
The number of bytes of the followin
message length | 2 Byte 0x00 06 “ y wing
data
Device address 1 Byte 0x01 Slave address identification
. Write a single holding register, use
function code 1 Byte 0x06 )
function code 0x06
) The address is detailed in the "Modbus
register address | 2 Byte 0x9C 40 . .
Register Mapping" chapter
data 2 Byte 0x04 D2

2. response

Tabel 60: Function code Ox06-response message

. number of .
Field Name Example illustrate
bytes

transaction Identification of Modbus

. - 2 Byte 0x00 00 )

identifier request/response transactions

protocol identifier | 2 Byte 0x00 00 0x00 00: Modbus protocol
The number of bytes of the followin

message length | 2 Byte 0x00 06 “ y wing
data

Device address 1 Byte 0x01 Slave address identification
Write a single holding register, use

function code 1 Byte 0x06 ! i ng ng regi .
function code 0x06

Register address | 2 Byte 0x75 30

data 2 Byte 0x04 D2

3. abnormal

Tabel 61: Function code Ox06-abnormal

. number of .
Field Name Example illustrate
bytes
function code 1 Byte 0x86 Modbus function code + 0x80
abnormal code | 1 Byte 0x01 0x01 or 0x02

4. example

Write the value of register address 40000 to 1234 (0x04 D2).

request

0x00 01 00 00 00 06 01 06 9C 40 04 D2
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Tabel 62: Function Code 0x06-Request Message-Example

Byte 1 2 3 4 5 6 7 8 9 10 11 12
Data 00 01 0000 00 06 01 06 9C 40 04 D2
illu
transaction protocol message Device function register
stra Data
identifier identifier length address code address
te
response
0x00 01 00 00 00 06 01 06 9C 40 04 D2
Tabel 63: Function Code 0x06-Response Message-Example
Byte 1 2 3 4 5 6 7 8 9 10 11 12
Data 00 01 0000 00 06 01 OF 9C 40 04 D2
illu
transaction protocol message Device function register
stra Data
identifier identifier length address code address
te

6.1.2.8 Function code 0x10 (write multiple registers)

This function code is used to write to consecutive holding registers in multiple remote
devices. The request PDU specifies the address of the starting register and the number of
registers. The register data in the response message is packed into two bytes per register,

and the binary content within each byte is right-aligned.

1. request

Tabel 64 : Function code Ox10 - request message

. number of .
Field Name Example | illustrate
bytes
transaction Identification of Modbus
. - 2 Byte 0x00 01 )
identifier request/response transactions
protocol
. o 2 Byte 0x00 00 0x00 00: Modbus protocol
identifier
The number of bytes of the following
message length | 2 Byte 0x00 17
data
Device address | 1 Byte 0x01 Slave address identification
) Write multiple holding registers, use
function code 1 Byte 0x10 .
function code 0x10
The add is detailed in the "Modb
start address 2 Byte 0xOF AO e.a ress I? etatied in fhe TModbus
Register Mapping" chapter
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Number ot} ) 5 te 0x00 08
registers
data bytes 1 Byte 0x10
0x
3F 9D 70
A4 40 15
data 16 Byte C2 8F 40
5C CC
CD 40 91
EB 85

2. response

Tabel 65:  Function code Ox10-response message

number of

Field Name Example illustrate
bytes
transaction Identification of Modbus
. . 2 Byte 0x00 00 )
identifier request/response transactions
protocol
. . 2 Byte 0x00 00 0x00 00: Modbus protocol
identifier
The number of bytes of the following
message length | 2 Byte 0x00 13
data
Device address | 1 Byte 0x01 Slave address identification
. Write multiple holding registers, use
function code 1 Byte 0x10 i
function code 0x10
start address 2 Byte 0xOF AO
Number of
o 2 Byte 0x00 08
registers

3. abnormal

Tabel 66: Function code Ox10-abnormal

b f
Field Name number o Example illustrate
bytes
function code 1 Byte 0x90 Modbus function code + 0x80
abnormal code | 1 Byte 0x01 0x01 or 0x02

4. example

Starting at address 4000, write the values of the 4 analog outputs. Since the BL200 controller
node register map data type is 32Bit Float, that is, 1 analog output data = 2 holding registers
= 4 bytes, 8 holding registers need to be written.
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request
0x00 01 0000001701 100F AOOO 08 10 3F9D 70 A4 4015 C28F405C CCCD 4091 EB 85

Tabel 67: Function code Ox10-request message-example

Bte | 1|2 |3]4] 5 |67 8 9 [10] 11 [12] 13 | 14..23
Data 00 01 00 00 00 17 01 10 OF AO 0008 10 XXX
illu | transacti messa
protocol Device function start Number of | data
stra on ge Data
identifier address | code address registers bytes
te identifier length

The data part has a total of 16 bytes, and the conversion to decimal is as follows:
Tabel 68: Write Holding Registers - Convert Data Decimal

Byte |14 | | 1] 1] 1]
Data 3F9D 70 A4 4015 C2 8F 405C CCCD 40 91 EB 85
decimal 1.23 2.34 3.45 4.56
illustrate | first data second data third data fourth data
response

0x00 01 00 00 00 06 01 10 OF AO 00 08

Tabel 69: Function Code Ox10-Response Message-Example

Byte 1 2 3 4 5 6 7 8 9 10 11 12
Data 00 01 00 00 00 06 01 10 OF AO 00 08
illu

transaction protocol message Device function start Number of
:Zra identifier identifier length address code address registers

6.1.3 Modbus register mapping address

The internal register map of BL200 field controller node consists of 2 parts, one part is the
data map of digital input and output and analog input and output module, the address
range is 1000...9999; the other part is the serial port module, the address range is 10000...
49999

The state of digital and analog I/0 modules can be determined or changed through the
register map (addresses 1000 ... 9999).

Tabel 70: Modbus Register Mapping address - I/O Modules

Modbus address type of | access function .
- describe
decimal hex data type code
] ] Digital  output
1000...1999 0x03 E8...0x07 CF 1 Bit read/write 0x01/05/0F DO
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2000...2999 0x07 DO...0x0B B7 | 1 Bit read 0x02 Digital input DI
3000...3999 0x0B B8...0x0F 9F | 32 Bit Float | read 0x04 Analog input Al
] . Analog output
4000...4999 O0xOF AO0...0X13 87 32 Bit Float | read/write | 0x03/06/10 AO
32 Bit
5000...8999 0x13 88...0x23 27 Unint read/write | 0x03/04/10 | DI count value
nin
Module
9000...9999 0x23 28...0x27 OF 1 Bit read 0x02 power-on
status

And through addresses 10000 ... 49999 it is possible to determine or change the state of the
data mapped from the serial I/0 module.
Tabel 71: Modbus Register Mapping address - Serial Port Module

Modbus address type of | access function )
- describe
decimal hex data type code
, , Digital output
10000...19999 0x27 10...0x4E 1F | 1 Bit read/write | 0x01/05/0F DO
. Digital  input
20000...29999 O0x4E 20...0x75 2F | 1 Bit read 0x02 DI
, Analog input
30000...39999 0x75 30...0x9C 3F | 16 Bit read 0x04 Al
) . Analog output
40000...49999 0x9C 40...0XC3 4F | 16 Bit read/write | 0x03/06/10 AO

6.2.1 Overview

BL200 series distributed I/O system supports OPC UA Server function and provides
external data in the form of server. Compliant with IEC 62541 industrial automation unified
architecture communication standard, data can be transmitted by encryption (X.509
certificate) and authentication. The security policy supports basic128rsal5, basic256,
basic256sha256, aesl128shaz256rsacaep, optional signature or signature and encryption.
Support custom information model function, you can fill in up to 5 reference models.

6.2.2 Application example

Take the collection of DI, DO, and Al modules, select basic128rsal5 for the security
policy, select the signature and encryption method, and use the custom information model
for the data format. Refer to an information model as an example. Data can also be
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uploaded directly in the company's format. For the definition of each configuration, please
refer to the introduction in chapter 5.7 OPC UA.

6.2.2.1 OPC UA web configuration

BL200UA Status ~ System -  Seftings = /O Module - Senal Module - OPC UA~-  Operation&Control =  Logout

OPC UA settings
OPC UA settings

OPC UA Name BL200 OFPC UA Server

Port 4240
Security Policy Basic128Rsal5 X
Message Security Mode Sign&Encrypt -
Certificate [ fetciopcualserver_cert der (988 B)
Private key [ fetciopeualserver_key.der (1.19 KB)
Allow Anonymous [
Username BL20O
Password | sssss
Data select Infermation Model >
Model File{_xmil) [ ‘etciopeualdo xml (995 KB)
Dependent model Tiles One model file bl
Dependent model 15t{_xmil) [ fetciopcualdixmil (977 KB)

Shenzhen Beilai Technology Co_ Ltd (v1.0.11)/ 2022-02-17

Steps: (1) Fill in the OPC UA name, which can be customized to facilitate the OPC UA
client to search and distinguish different OPC UA servers. For example: fill in "BL200 OPC UA
Server". (2) The port number of the OPC UA server, default: 4840. (3) Security policy selection.
For example, choose basic128rsal5. (4) Message security mode selection. For example,
choose Signing and Encryption. (5) Upload the certificate and key, click "Select File" > click
"Upload File" > select your certificate or key file, click Open > After it is displayed in the file
name box, click Upload file > After uploading the file successfully The file you uploaded will
be displayed in the box, click the certificate or key file you uploaded > then your certificate
or key file will be displayed in the certificate or key item. (6) Whether to allow anonymity,
because of the use of signature and encryption methods, allow anonymity is not checked. (7)
Fill in the username and password. The client needs to fill in the username and password
when connecting. (8) Select the data, because the user-defined information model is used,
so choose the "information model". (9) Upload the information model file. The upload
method is the same as uploading the certificate or key file. The uploaded file is an xml file.
(10) Depends on the model file, whether there is a reference model, and how many
references are there. (11) Dependent model: Upload the model you refer to. The upload
method is the same as uploading the certificate or key file. The upload is an xml file. (12)
Click "Save and Apply".
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6.2.2.2 Send and receive data using UaExpert client connection

Open UaExpert (OPC UA client) and enter the OPC UA server IP and port.

e :
DgBBO : XSG &ie R
<8 i T Seer Node 14 Diplay o i Daatype ource Timestam erver Trmestam _ Satuscode
0 ser
v B Do
s View

i ezs Soeen

24.20; rt
2021/12/02 15:40:34202  Uabxpert
2021/12/02 15:40:34202  Uaxpert

Click Search,

and Encryption.

(P EBE &=

Fraject

Addrass Space

Node I

x

Display Name Vilue Datatype  curco Timestam erver Timastam  Statuscode

Enter the set username and password
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The description item of the custom information model data point must be
REG+Modbus address, as shown in the description of the DO-1000 point in the figure
above.

OPC UA client data delivery
Take the following data point DO-1000 as an example
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10 status
10 Slot:2,Module Type:DO,Module Name:M2082

Channels Modbus Address Value PowerOn Status Open/Close

1 1000 Open Open ~ Open/Cloze
2 1001 Open Open ~ Open/Close
3 1002 Open Open ~ Open/Close
4 1002 Open Open ~ Open/Close
5 1004 Open Open ~ Open/Close
6 1005 Open Open v Open/Close
T 1006 Open Open v Open/Close
3 1007 Open Open v OpeniClose

Back to Overview
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Click the value of the DO-1000 data point, it turned out to be false, there is no V in the
square, click once to put V, click the left mouse button in the blank space or press the [Enter]
key on the keyboard
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The OPC UA client will send a message successfully. Because the server responds quickly,

you can see that the value has changed to "true".

1 Urified Automation UsEspert - The 03C Urified Architcture Clet - NewPrcject” - X
Fe View Sever Decment Seffngs ke
y 8
DPgBBO #=0X%4 BED
Troject 8 X Data hocess Tiew O setributes -]
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1 Data Access View 5 Boolean Ewd Namespacelrdex 4
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7 Boolcan Sood
B Bocean 1edr Soed ertifer Ll
oclcan : 500 5 :
Dodicon joir; Sod NodeClass Variable
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oclean : Soor : s :
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@ Da-100t
v
Log -]
®%0
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fozmz/nz 165923055 DA Plugin BL200 GPC U.. Write to node NS4|Numeric|é001" succeeded [ret = Good (0:00000001)]

Check the DO status in the web configuration of BL200. DO1 is also changed from the
original open to close.

10 status

10 Module Module Channel Modbus 24V Address- Soft 10 Channel Status
Slot Name Type Number Address State Version Status

1 M1081 DI i 2000-2007 9001-Power OFf 5 Mormal changel Stan)
2 M2082 Do S 1000-1007 9002-Power OF 5 Normal Ziainel 2t
3 M3041 Al 4 3000-3006 9003-Power OF 5 Normal Cha””:' Statu
4 M4044 AD 4 4000-4006 9004-Power OF 5 Narmal C“E‘””Se' Statu
5 MB021 com 2 0-0 9005-Power OFf 5 Normal Cheninel St
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BL200UA

10 status
10 Slot:2,Module Type:DO,Module Name:M2082

Channels

1

wn

Back to Overview

Status = System -  Settings - /O Module ~  Senal Module ~  OPCUA~

Modbus Address Value PowerOn Status OpeniClose

1000 Open hd Openi/Close
1001 Open Open w OpeniClose
1002 Open Open ~ OpeniClose
1003 Open Open ~ OpeniClose
1004 Open Open ~ OpeniClose
1005 Open Open ~ Open/Close
1006 Open Open g Open/Close
1007 Open Open ~ OpeniClose

Save&Apply| B save |
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