4G Cellular
loT M2M RTU

S270/S271

User Manual
Ver 3.4.1

Date Issued: 2020-08-18

Shenzhen Beilai Technology Co., Ltd.
https://www.bliiot.com/




> °  GSM/SMS/GPRS/36G/46G
CSLior Cellular IoT M2M RTU

Table of contents

L. BFIES INErOGUCLION ...ttt ettt e e e e et e et e e eaba e e e sbeeeabesessaeeestaseasteeesseessseesnsaeeastesensseesnreeas 7
2.50FELY DIFECLIONS ...ttt eetee ettt e ettt e et e e e ae e e s tte e e taeesaeeesabeeeatbeestaaesabeeesaseeesseesasseessbeeenssesensseeensaeesssesensres 8
3. SEANAAIA PACKING LiSt ..........c..veeeveeeeeiee ettt ettt e et ee e e st e e e ett e e s teeesasaeessaeetaaesatseesssasesseesnsseesaraeensseeenses 8
4. Mainly Features ANnd SPECIfICALIONS ...............c...ccoueeecueieeeieeetee et et e eetee e st e e eaeeeetae e s teeestreeeetaeesraeesatasessreseraeasnreeans 8
A, LIMAINTY FEATUIES ...ttt ettt e et e et e e e at e e e at e e e abee e eatee e steesabeeeeabeeaasteesabteesabeeeanbeesnsbeennnaeans 8

A, 2 SPECIHICATIONS ..veeei ettt eett e e et e e e ettt e e e e e ba e e e e e etaaeeeeeattaaaeeaatabeteeaattbaaeeeaabeeeeeantraaeeeatreeaeaans 9

5. Physical Layout and Installation Dia@ram&WILINg .................ccoueeecueeeeiueeeiieeeeiieeeeiee et eeiee e tee et eiaeeeaee e eveeenereaas 10
oI A @fo T a1 o] MU o 11 Y S OSSR 10

5.2 LED INdIiCator DEfiNItION ...co.ueiiiiiiii ettt ettt st et e sbe e st sttt e s ba e st an 11

5.3 INTEITACE DEFINITION c..veiciiiceee ettt e e e st e e e tb e e e eaaeesbaeesabaeessbeeeabaeeensaeensseeenseas 12

6. SELLINGS & OPEOIALION ..........vveeeeeeeeeeeiee et et e e et e e e et e e e e e aa e e e e e tbaaeeeseataeeeeetbbaeeesastseeeesassaeeeeassseeeeennsraeaens 15
T R - [ o J 0o Yo T ={ ] o USSP 16

5.2 SELEING SEIT-CRECKING -ttt ettt et e et e bt et e e s aeeeate e bt e satesaeeenbeeseesseeenseenseenses 18

6.3 Configurator software interface and rUNNING .......ocuiieiiiee ettt e e e s sebeessseesanaaenes 19

Q¥ Basic SEEEINES .. vttt ettt ettt ettt a ettt ettt ettt a e e et et eat et et e ettt et et et ene et eneereneeneneanan 20

‘-Qi Number Settings(If access the cloud platform, no need to Set).........cccooovveeiieiieiieeiccieeeeeeee 21

Q OUEPUL SEEEINES ...vveveeeeeeee ettt ettt et ettt eae s es et e s e esese et ensesees et esseseteeseneesenseneneanenes 22

‘-Qi Incoming Control Settings(If access the cloud platform, no need to set)...........ccccoevveeiiecicciccieenne, 24

‘-Qi DI Trigger Settings(If access the cloud platform, no need to Set).........ccccocvveeieeiiieiiecieceieceeee e 24

‘-Qi DI/Al Alarm Settings(If access the cloud platform, no need to Set) ............c.cceeieieeiiiecceicceeeceee, 26

QA THIGEET SEEEINES ....veveveeeeeeeeeee ettt ettt ettt ettt e s e e e et es s et eseesess et ee e et eaeesensesensesenseseneesennanas 26

L Timer SEEEINES .. vttt ettt ettt ettt ettt ettt ettt ettt n e et n st a et en et ent et et et ene et et etensenens 28

Q LOGIC THZEOI SEEEINES . .veveeeeeeieeee ettt ettt ettt ettt s e e s st seaeea s s et es e esene et eneesensenensesenena 29

L Network SEEEINES .. veeeeeee ettt ettt ettt ettt ettt ettt a et n et n et ene ettt ettt entereneenenes 29

2 HISEOMICAI RECOTA oo 31

7. EXAMPIE Of APPIICALIONS .........oooeeveeeeeeeee ettt et e e ve e et e e e bae e e ate e e tbeeeataeesateeeastesesseeensseesnteeesnsenas 32
7.1 Device WOrking SEIf-CRECKING ......ccviiiiiie ettt et ettt e et e et e st e et e eteesbeeeneeenseenseenne 32

7.2 Device conNect aNalog traNSUUCET .........iveiiie ettt et e e et e et e e et e e sstaeessseeesseeesseeesnseeessseesnsseennnns 34

Page 2 of 58 Shenzhen Beilai Technology Co., Ltd. Ver 3.4.1



> °  GSM/SMS/GPRS/36G/46G
CSLior Cellular IoT M2M RTU

7.3 Cloud configuration, wechat notify appliCation ........c.cooeiiiiii e 38

8. Device SMS COMMANG QNA SIMS APP .........o.ueeeeeeeeee ettt e e e e e ete e e tt e e eteeesasee e ateeeaseeenseeeaareees 39
9. Device GPRS/3G/4G COMMUNICALION PIOTOCO ............ooeoee oo e e e e eeree e e e e eeeaeeeeeeeeseeeeseneeas 43
9.1 DeViCe NETWOIKS TOPOIOZY -.ceeutieeiiieiiie ettt ettt ettt ettt e et e et e e et e e a e e ebteesbeeesateeenseeesneeas 43

9.2 COMMUNICAtION NEEWOIKS ....eeinerieiiieeeiie ettt ettt ee e et e et e e et e e ste e e st e e essaeesssaeessseeesseessssaesssaessssaennsseennsees 43

‘-Qi $270/5271 RTU 1/0 Register List and FUNCLION COOE .......ccuooviimiiieieeieeieeeeeeeeeeeee e 44

9.3 MeSSage COMMUNICATION SEQUEINCE ....oeiueiiiiiieeiite et ee ettt et te et e ettt e ettt e st e e sabeeeeabeesbeeeeabteesabeeennbeeebaeeeabeeens 46

9.4 King Pigeon 10T RTU Protocol/ Definition ProtoCOl.........c.ocvevuiiuieiiiiicieiicteeeecteeee ettt 46

9.5 MOADUS TCP PrOtOCON .. .ciiiiiiiiieeeiiiee ettt e ettt e e et e e e e e s abe e e e e staaeeeesnsbaeeaeesssaaaeeanssseeeensssaeesesnssens 47

9.6 MOADUS RTU OVEE TCP ..ottt et ee ettt et e e ettt e et e e st e e sstaeessseesssseesssseeasseeesseeassseasssseensseeensseesnsseennnes 47

9.7 Modbus RTU over TCP Communication APPlICAtioN .......oiiiiiiiieie et 48

J0. MQTT PrOtOCOI ..........ooooveeiieiiieeieeeieeeie ettt etee s teeveebt e ttesabeesbeesbaassbeasbeasseassaeseseasseasseesssessseasseasseesssessseasseessaenssensns 54
1. UPGrade FIFMWAIE ............ccoccuveeeeeecieee e eeecee et et e e ettt e e e e e tte e e e e ttb e e e e s asaaeeeeaatbaeeessaaeeeeassseeeesassseeesassseeeesnrees 57
12. Cellular MOAUIE UPGIAUE .............cc..ooecueeeeeeeeeee e e eeee et eetee et e et e et e e eae e e e te e eeaeeeeeaeeesseeestveeeeaseeetaeesreeenns 57
T3, WGITANLY ..ot e et e e e e e ettt e e e e ta e e e e s abaeee e e ttsaaeesaasaeeeesarbaeeessssesesanatsaseesassbaseeeaatraeeeeansreens 57

[Warm Tips---Read Before Use]

With the rapid development of industrial Internet of things, it has been

widely used in various fields, but it involves a wide range of knowledge from sensor, intelligent instrument, gateway,
4G wireless communication, to cloud server, large screen display, app, etc

The professional knowledge of users has higher requirements, so please electronic engineers to install and
set.We suggest you be careful reading this article will help you quickly and successfully complete the product setup
and implementation of your application.

1. Working Principle

Taking a few minutes to understand the working principle of this product will help users quickly understand the
working principle of the device and clarify their ideas,and realize the function of these applications.
1) Device Working Principle

This device collects front-end sensor and meter data, and after logical processing and calculation, it is sent to the
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mobile phone number set by the user via SMS or sent to the designated cloud server via the data network. The

cloud server identifies the device according to the unique number of the device The relationship between the
device and the user, while pushing cloud data to the APP or WeChat official account bound to the user.

Sensors. I::} Q ::> U

Meters

. RTU setting Cloud setting APP/PC

Relay
S27X 4G RTU Working diagram

2) Functional components of the overview

According to the type of transmitter and sensor supported by the equipment, select the appropriate
model, .Please refer to 1.6 technical parameter description to confirm whether the selected sensor is suitable and
wiring.

RTU device:
It is used to read the sensor data, and then perform the logical processing of the data. The processed data is
transmitted to the cloud platform server via SMS or 4G wireless network. At the same time, the RTU device also
accepts the instructions of the cloud platform server and performs logical processing,drive |0 device.
Cloud server
To access the cloud platform, you need to set the server target address on the RTU device side, and then the RTU
device takes the initiative to initiate a connection, the cloud platform must also set the RTU device parameters to
receive the data sent by the RTU device.
After receiving the data, the cloud platform server processes the data according to the rules, stores it in the
database, and pushes it to the computer user or App users
Mobile phone/computer:
First, register an account in the cloud platform and bind the corresponding RTU device. After receiving the data
uploaded from the RTU device, the cloud platform can push it to the corresponding mobile phone app and
computer users after processing.Similarly, mobile app or the instructions sent by the computer will also be sent to
the cloud platform first, and then the cloud platform will be pushed to the RTU device.

2. Device setting step

This product involves front-end sensors, logic processing of equipment itself, cloud platform data management,
app and other parts,Therefore, understanding the setting sequence and steps of this product will help users quickly

and orderly set device parameters and access to cloud platform to realize various application functions of users

Step 1 Step 2 Step 3
RTU setting Cloud setting APP/Wechat setting

Hardware settings [set locally]

Set parameters according to the manual, 10 input and output wiring specifications, logic judgment and control,
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RS485 serial port expansion and application, equipment and configuration software and cloud platform server

communication parameter settings, etc.

Cloud settings

Only by setting the relevant parameters of the device on the cloud platform can the relationship between the

device and the user be read, and the large screen display can be set content, cloud platform voice alarm,

equipment and video monitoring Association, cloud platform SMS alarm, cloud platform mailbox alarm, and

User management rights and other functions.
APP download and wechat settings(if need)
Test and complete the setup.

If you have any questions or settings fail, please read "S27x 4G RTU FAQ" or find the corresponding model in the

help center of https://www.bliiot.com/ to find solutions.

[UPGRADE HISTORY]

CONFIGURATOR FIRMWARE
DATE Author DESCRIPTION
VERSION VERSION
1.Modbus address and function code revised;
2018.12.21 V3.0 V3.0 KG 2.AIN/DIN alarm content setting revised;
3. Interlock event added.
1. Cellular default settings
2019.09.24 v3.01 V3.2 ZYH
2. Delete SDK function
1. Add DIN1-3 low speed pulse counter
2. Add MQTT
3. Add "warm tips"
2020.7.24 V3.2 V3.3 a 4. Add notes to user FAQs
5. Modify the configuration software
picture and Di, Al description
6.Fix some errors
1. Add 10 internal schematic block diagram and wiring
2020.8.03 V3.4 V3.4 ZLF
2. Modify mqtt parameter settings
1.Modi the reparation ste, error before
2020.8.18 V3.4.1 V3.4.1 a ity prep P f
configuration
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Model List

Extend 1/0 tags/Mapping registers

Model DIN AIN Relay TH SD Card
Boolean 16-Bit 32-Bit 64-Bit

S270 2 2 2 1 X X x x USB
S271 4 4 4 1 X X x x
S272 8 6 4 1 8G 64 64 x x
S274 4 X 4 1 8G 64 128 64 64 USB/RS485
$275 8 6 4 1 8G 64 128 64 64
Notice 1. Default version is GSM/GPR§ module inside. .
2. For 3G WCDMA, 4G LTE version, please tell our sales where would you like to use them.
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2~3 PT100/Al1 2~3 PT100/Al 4 Temp&RH%

GSM 3G 4G loT RTU S$271 Working Diagram

1. Brief introduction

The Cellular 1oT M2M RTU is an industrial class, high reliability, high stability, and programmable Remote Terminal
Unit (RTU). It embedded 32-Bit High Performance Microprocessor MCU, inbuilt industrial Cellular module. It
provides 4/2 digital inputs, 4/2 analog or PT100 Resistance Temperature Detector (RTD) inputs, 4/2 relay outputs, 1
ambient sensor input for monitoring onsite temperature and humidity. It can monitoring and operates the I/0
ports by SMS, APP, Web Server, internet, timers and programmed inter-lock events automatically.

The Cellular IoT M2M RTU inbuilt TCP/IP protocol stack make it suitable for internet of things (loT) applications, it
can be easily to operate by the provided cloud, app, and web server, or integrated to you loT applications according
to the TCP/UDP protocol, or integrated to SCADA systems by standard Modbus TCP protocol, too. This is very useful
if you need remote control onsite devices with low cost solution.

The Cellular 1oT M2M RTU is design for working in the harsh industrial application environment, widely used in a
variety of industrial automation, security monitoring system, automatically measurement and control system, BTS
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monitoring, remote data acquisition, telemetrically systems, automatically control system. It can be used as a
remote switch, remote 1/0, remote smart PLC, timer switches.

The Cellular 1oT M2M RTU can be used as remote access control for BTS monitoring, the authorized users can open
the gate or turn on the machine with a free charge call at specified time, this is useful for daily maintenance to save
the time of traditional authorized.

Typically applications:

BTS Monitoring, Security Alarm System applications, Supervision and monitoring alarm systems, Automatic
monitoring system, Vending Machines security protection, Pumping Stations, Tanks, Oil or Water levels, Buildings
and Real Estate, Weather Stations, River Monitoring and Flood Control, Oil and gas pipelines, Corrosion protection,
Temperatures, water leakage applications, Wellheads, boat, vehicle, Energy saving, street lights control system,
Valve controls, Transformer stations, Unmanned machine rooms, Control room application, Automation System,
M2M, Access Control System, etc.

2.Safety Directions

Safe Startup
Do not use the unit when using GSM/3G/4G equipment is prohibited or might bring disturbance or

danger.
Interference

All wireless equipment might interfere network signals of the unit and influence its performance.

3. Standard Packing List

RTU X1; AC/DC Adaptor X1; GSM/3G/4G Antenna X1;User Manual X1; PC Configurator X1 .
Note: The package does not include any SIM card.

Optional: 35mm Standard DIN rail fixed Bracket

o

35mm DIN Rail Fixed Bracket

4. Mainly Features and Specifications

4. 1Mainly Features

» GSM/GPRS/3G/4G network communication, can be operated from anywhere, no distance limitation;
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Wide range power supply 9~36VDC with over voltage and phase-reversal protection;

Embedded ARM ® Cortex.”IIII -M4 32 Bit RISC Core, 168 MHz inside, RTOS system, reliable performance

with in-built watchdog;

2/4 digital inputs, compatibles dry and wet contact. Logic level: 0~0. 5V or short circuit treated as close,
+3~30V or open circuits treated as open. DI0-3 can be used as counter, sampling frequency is 1Mhz, DI1 can
be used as Arm/Disarm;

2/4 relay output (5A/30VDC,5A/250VAC), can auto control by timer, alarm-link and remote control by SMS,
cloud. The first DO can set time to control by authorize number;

1 temperature & humidity sensor input for monitoring onsite environment, the sensor model is AM2301,
Measures temperatures from -40-80°C,0.5°C accuracy, Relative Humidity from 0-99RH%, accuracy is 3%;
2/4 analog inputs, 12bits resolution, supports 0-5V, 0-20mA, 4-20mA output transducers;

Powerful SMS function: threshold high SMS alert, SMS set, SMS inquiry;

Inbuilt 1 DC output for external transducers to save wiring cost;

Automatically resend the data while communication interrupt or failure, and failure will alert by SMS text to
users;

Supports remotely restart the RTU, and configure& operate it by SMS commands remotely;

10 SMS Alert and auto dial numbers for receiving alarm message, can program to receive specified alarm
message. The authorized numbers also can dial to open the door or turn on/off machine with a free charge
call at the specified time;

Inbuilt inter-lock logic programmer and powerful timer program function;

Modular structure design, replace a module can upgrade the network from 2G to 3G/4G or 3G to 4G;
Support SMS, dial, GPRS, 3G, 4G network for alert, USB port for configuration and upgrade firmware;
Inbuilt large capacity rechargeable backup battery, alert when external power failure,standby time is 5 hours;
Support TCP/UDP,MQTT, Modbus TCP, Modbus RTU over TCP, King Pigeon loT RTU protocol and data
transparent transmission function;

Using metal shell, protection class IP30. Metal shell and system security isolation, especially suitable for
industrial applications in the field;

L140 * W88 * H30mm, compatible wall installation and DIN35mm industrial rail installation.

4. 2 Specifications

Standard adapter: DC 12V/2A Range 9-36VDC

Standby:12V/50mA; Working Max.: 12V/150mA

850/900/1800/1900Mhz

Optional: WCDMA/TDD-LTE/FDD-LTE

TCP,UDP

Supporting 3V and 1.8V SIM Card

SMA Antenna interface, 50 Ohm, Gain: 3dB

1 USB Port
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protocol.

SMS, GPRS UDP,TCP, MQTT,Modbus RTU over TCP and King Pigeon RTU

1~2000ms, the default is 1ms;
DI1 as arm and disarm function;

2/4 Digital input, NC/NO type, All can be used as Pulse Counters; DIO as
a high-speed pulse counter, sampling frequency: 1MHz;
DI1~3 as a low-speed pulse counter, the anti-shake time can be set to

Isolation protection:2KVrms

2/4 Analog Inputs. 12 bit resolution, 0-5V or 0-20mA or 4-20mA;

Input resistance:>1M ohms

Temperature range: -40° Cto+80° C, Humidity Range: 0~100%RH;

2/4, Rated: 5A/30VDC,5A/250VAC

Isolation protection:2KVrms

1 Port, for external device;

3.7V 900mAH

-20-+70 °C

Relative humidity 95% (condensation free)

140mm*88mm*30mm

350g

5. Physical Layout and Installation Diagram&Wiring

5.1 Control Unit size

160.00 mm
150.00 mm

E‘o O| &
s, |0 W
- O Ol =
@4mm

140.00 mm
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Relay Output H\T
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Power lj?/
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@ E ; @ Scan to download the APP Run 2%
Arm \ﬁ

GSM 3G/4G6 M2M RTU

4DIN/4AIN/4DO/1TH/USB/ Modbus TCP

C€ RoHS FC

9~36VDC Analog Input Digital Input

I Out
ooloo Lo ©200000002000000
= [RunimA|mA|mAJmA| |0+ O- 1+ 1- 2+ 2- 3+ 3|0 1GND2 3GN

5.2 LED Indicator Definition

LED Indicator Definition

Power RTU status indicator, LED ON when switched RTU on..
Cellular network indicator. When 2G register network, off 2 seconds, on 0.5s and
m so on; When 3G 4G register network, on 2s, off 0.5s...Flicks quickly means data
transmission.
Alarm Alarm Indicator, alarm will ON and flick. Normally is OFF;
Arm Arm/Disarmed Indicator, Arm is ON, disarmed is OFF.
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Run

RTU running status indicator, ON or OFF stands for RTU halted, flicks slowly stands for
RTU running.

5.3 Interface Definition

Backside Switch & Button Definition

SIM Card Slot

Work Load

Firmware Switch

SIM Card Slot For SIM Card Installation, only supports 1.8V/3V SIM Card
Power Switch For switch ON or OFF the RTU
Upgrade For upgrade firmware purpose only. Only when upgrade new firmware version will use it,

otherwise keep it at Work Side all the time.

Power Connector Definition

& =

© 0
Out

9-36VDC

© o
In

DC IN+

External DC Power input port, Connect to 1.5A@9~36V DC power, positive electrode.

DC IN-

External DC Power Input port, contact to negative electrode

DC Out+

Power source output port, positive electrode. Provides power from RTU to external
transducers or sensors or detectors. The output current should less than the power from
DC IN inputs. If adapter current is 2A, then suggest external transducer current to be less
than 1.5A

DC Out -

Power source output port, Negative electrode.

DIP Switch Definition

SET/RUN

For setting the RTU Mode is in Configuration Mode or Run mode.

Switch it to upside is Set Mode, under this mode, the user can use PC Configurator via
USB cable to configure the RTU Parameters or Read Parameter settings.

Switch it to Downside is Run Mode, under this mode, the RTU is in Running mode.
Tips: When device mode changed, need to switch off/on the device.

0/V/mA

The 15t channel of analog input type switch. If not use this channel then no matter is
upside or downside.

Switch it to upside stands for the 1%t analog input should connect to 0~5V voltage output
transducer.

Switch it to Downside stands for the 1 analog input should connect to 0~20mA or
4~20mA current output transducer.
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Tips: The wrong side will cause device can't read the analog value.

1/V/mA~3/V/mA

The 2" to 4™ channel of analog input type switch. If not use this channel then no matter
is upside or downside.

Switch it to upside stands for the related analog input should connect to 0~5V voltage
output transducer.

Switch it to Downside stands for the related analog input should connect to 0~20mA or
4~20mA current output transducer.

Analog Input Definition

Analog Inpul

2RO

0 0 1+ 1- 2+ 2 3+ 3

Analog inputs, Sampling frequency 200mS, 12bits resolution, supports 0-5V, 0-20mA, 4-20mA output
transducers, please refer to above mentioned DIP Switch Definition to connect the correct transducers.

0+/0-

The 1st Channel Analog input. + stands for positive electrode, - stands for negative
electrode.

1+/1- ~3+/3-

The 2" ~4% Channel Analog input. + stands for positive electrode, - stands for negative
electrode.

Digital Input Definition

Digital Input

Q0200
0 1GND2 3 GND)

Dry contact or wet contact, sampling frequency 200mS . Logic level: 0~0. 5V or short circuit treated as close,
+3~30V or open circuits treated as open. One of the input can be used as counter, sampling frequency is
1Mhz,the second input can be used for Arm/Disarm.

0 The 1st digital input, positive electrode.
1~3 The 2"~4% digital input, positive electrode.
GND GND for digital inputs, negative electrode.
ATN Port Connector Definition
ATN | GSM/3G/4G Antenna connector, 500hm, SMA male.
USB Port Connector Definition
USB | USB port, for configuration and upgrading firmware and exporting historical data;
Temperature Humidity Sensor Port Definitions
aND ele 00A
© © ©
T/H
T/H Temperature & Humidity sensor AM230x input. Measurement Range: Temperature:

-40°C to +80°C, Humidity: 0~100%RH.

Digital Solid Relay Output Connector Definition

g SR

220020

Relay Output

Solid Relay inside for outputs, Rated Capacity: 5A/30VDC,5A/250VAC.

0+/0-

The 1st Channel Solid Relay Output. + stands for positive electrode, - stands for negative
electrode.

1+/1-~ 3+/3-

The 2"~ 4t Channel Solid Relay Output. + stands for positive electrode, - stands for
negative electrode.
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S$27X wiring diagram

Al internal interface principle block diagram

$27x Serial Diagram

:
current !
.
.

Al0 + —= _
2402 5 |:> |::> Mcu
AIO - ; Y
Vref

Dl internal interface Principle block diagram :

. Vee  527x Serial Diagram
DIO i
D COMP |::> MCU
=

DO internal interface Principle block diagram :

527x Serial Diagram

; vcC

0+_i_j

oo | |
' <::| McU
S$27X Wiring:
T&H Relay Output
AMZ2301 Lamp Fans

~ ! ’
m— \/CC -
DATA A

+
DG 30V
| B8

AC220V

ONS ejeg 29p *e €t oW L L 0 0
oo D@9 ee @ 2
TIH Relay Output
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Wet contact input Dry contact input

Digital Input Digital Input
QOO QOO
GNDQ 1 2 3 4 5 6 7GND GNDQO 1 2 3 4 5 6 7GND
_Data] _Data|

NPN
Sensor —K —K / )‘
(m}
DG 24V
ESSEEEESE
ano v g (@)
@00
RS485
i
RS485| | RS485 RS485] | RS485
A+ B- A+ B-
L JI_J_
GND
Analog Input Analog Input

Analog Input Analog Input
QOO O QOO
0+ 0- 1+ 1- 2+ 2- 3+ 3- 4+ 4- 5+ 5- 0+ 0- 1+ 1- 2+ 2- 3+ 3- 4+ 4- 5+ 5-

signal +

sensor | sensor sensor |
[ = =

4 wire

6. Settings & Operation
The GSM SMS GPRS 3G 4G Cellular loT M2M RTU is user-friendly design. The user can setup it or export historic
data by the PC Configuration through USB cable, and upgrade firmware by USB port. The GSM SMS GPRS 3G 4G

Cellular IoT M2M RTU also can be configured some basically parameters by SMS Commands, please refer to SMS
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Command App or SMS Command List.

When using an IoT card, it does not support sending and receiving SMS and voice dialing alarm functions, so there is no need to set the

content related to SMS; at the same time, when the device need access to the cloud platform server, please disable the SMS alarm and
dialing function, otherwise the device will frequent offline due to sending and receiving SMS and dialing

Below is the steps to setup the parameters by PC Configuration, please follow it step by step.
6.1 Start to Configure
Install the Configurator

Download from www.iot-solution.com or scan the QR code card in the package, then installs it on the

computer.

Connection

Please insert the SIM Card, and install the GSM/3G/4G Antenna.

Switch the DIP Switch to Setup Mode. (Before Power On the RTU)
Switch it to upside is Set Mode, under this mode, the user can use PC Configurator via USB cable to
configure the RTU Parameters or Read Parameter settings.

Notice:
Please switch it to Downside after you finished the configurations. Otherwise, the RTU cannot work properly. The Downside is

Run Mode, under this mode; the RTU is in Running mode.

SET Mode
ﬂn 1341

Connect the Gateway to the PC by USB Cable. And connect the external DC Power to DC Power Ports,
Power on, and switch on the device, see below:

CCIN 834 DC Out
+ GND

o olo ol

Install USB Drvier

Install the USB Driver to the computer from www.iot-solution.com. When successful, it can be found out at

the device manager of the XP or Windows 7 or Win8/Win10, please see the below photo. Also, the driver for
different OS can be downloaded from Silicon Laboratories, Inc. http://www.silabs.com , the model is
CP210x.
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| =} Device Manager

File Action View Help
= @ E HE

42 Sammy-PC
‘;@ Batteries
[» /M Computer

B g Disk drives

» B Display adapters

- iy DVD/CD-ROM drives

I» g IDE ATA/ATAPI controllers

13 —ﬁ Imaging devices

- <= Keyboards

;B Mice and other pointing devices
- M| Monitors

| L5 silicon Labs CP210x USE to UART Bridge (COM3)
- ¥ Processors

Run the Configurator (Compatible with Windows XP/7/8/10)
Tips: In some computer, it required download net framework 4.0 while installation, then please click “Yes” to go to

Microsoft website to download this service pack.

Ini,

S270 8271
Cellular

Please click | IeTM2M | to run it. Enter the password, default is 1234. Then you can enter the configuration

page as below:

E RIU-:;nfigura'tion softwareV3.0 d R EM
I S :

CoM1 v
Password{Default password 1234 | Seledt device(C)
0K(Q)

Notice:

If display the below windows, then means the RTU connect to the PC failure. The reasons are below:

Noticc’ ——_ ﬁ

| /i Please confirm the device connection status !

s

1) USB Driver installation failure;

2) USB Cable connection is disconnected;

3) The DIP Switch in RUN mode, not in SET mode;

4) The Upgrade Firmware Switch at Load side, not at Work side.
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5) Power Switch switched off or DC Power Connection is disconnected.

Step7: Choose the correct "COM port" in device manager above, enter the password(default is 1234),click the

"OK" to connect and start to program
Details please check the picture as below:

T RTU configuration softwareV3.0

=] B [ |

L

m - Serial Port

QKD S271-RTU

Select device(C)

.,

’

Tips: If not connect successfully, will not enter into next step. Pls check if USB connect well, or COM port and

password correct or not.

Then select what SIM card do you use.

U CardSelect
R S T ®* e e W ww

= | B |

Select 5IM Card Category

| Enter Setting

[7] Hormal SIM Card(Call and SMS)  [] IOT M2M SIM Card (Data only )

6.2 Setting Self-checking

Phenomenon Possible Reason

1. USB Driver installation failure;

3. Device not enter into setting mode:

2. COM Port not correct or USB driver installation failure;

1) Only power light on, that means the Upgrade Firmware Switch at Load side,
Can't enter software not at Work side. Solution: Switch the power switch to OFF---->

Upgrade switch to Work side----> Power switch to ON.

2) Signal light flicks, that means device in working mode. Maybe had not
rebooted the device after switch mode switch to Set.

(In setting mode, Power light normal ON, Run light flicks, other lights Off.)

After switching panel on,

only Power light on, panel .
Power switch to ON;
can't work

1. The Upgrade Firmware Switch at Load side, not at Work side.
Solution: Switch the power switch to OFF---->Upgrade switch to Work side---->

2. SD card fall out from the slot. Solution: Shake panel to listen if there is voice or
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not;

3. In upgrade mode, use upgrade tool erased the firmware.

Can't enter into working

1. The Upgrade Firmware Switch at Load side, not at Work side.
Solution: Switch the power switch to OFF---->Upgrade switch to Work side---->
Power switch to ON;

mode 2. Device in setting mode. Solution: Switch device OFF---->Mode switch to
"Run"---->Switch the device on.
1. Have not installed driver;
2. PC system problem cause driver installation failure, can't support Apple OS
Can't find COM Port

system.

3.Check USB line, and try other common driver software such as "Drive Thelife".

In working mode, the
device not response the
Modbus command

Have not set the device ID. Solution: In setting mode, set device ID---->Switch the
device to Run mode.

After switching panel on,

not running according to

parameter setting

After parameter setting,forget to click "Save" button in every page.
Solution: Back to Set mode---->Click "Save" Button after setting one

page---->After all page set successfully, click "Save Setting" in the menu.

Q' Terms usually used by Cellular loT M2M RTU

Cellular IoT RTU, Modbus RTU, Modbus Slave, Modbus RTU Over TCP, Modbus TCP, Arm, Disarm...

6.3 Configurator software interface and running

=7 GSM 3G M2M RTU Configurator V3.2

& | Load Configuration File = | Export Configuration File M Factory Reset  Language  About

= (@ Basic Information parameter setting 'IXI

il (@ Parameter setting
@ Alarm Numbers
g (@ Output Setting
- 0 Relay setting
- (@ Access control
-4 (@7 Access Control Settings

G- L@ Input Setting

. (@7 Logic Trigger Setting
-’ (@7 Logic Trigger
& (@ Cloud Platform Setting

(@ Cellular network setting

- (@ History Record

i (@7 History Record

Meodify password Synchronous machine time
Old password: Time: 2015-03-31 22:25:00 B~
=
s : .
4 \T‘g New password: Time zone: (UTC+08:00)
Confirm password: | Write the RTU time ‘

Meodify password Read the RTU time | | Read the computer time

Basic information

Device ID 1 (1~247) Model No. $271-RTU Version 2EV30
(@ DI setting
. Device Description: (60 Characters )
-t (@7 DI Alarm setting
. [¥] Add timestamp to alarm SMS [¥] Arm Automatically when power on.
-t (@7 AT setting
(@ Al Alarm setting [¥| Auto Arm after disarm: 1 Minuts(S) (1~9999)
G (@ Timer Setting Timer Reporting SMS Content Settings
. ["] Add the following additional information in the report SMS
0 Hour Timer
- (@ Periodic Timer

Alarm SMS Content Settings

[7] Add the following additional information in the alarm SMS

Save : Click it to save all of the PC Configurator parameters to the RTU;
Load Configuration file: Click it to load additional configuration file to the Configurator;

Export Configuration file: Click it to save the present configuration parameters as a profile for next RTU
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configurating or backup the parameter settings.

Tips: The load and export configuration file is very useful while you need to program bulks of RTU with similar parameters.
After programmed the first unit then you can export profile to save it, for the second RTU then you can load profile directly to save
you time.

Factory Reset: Click it to recovery the parameters to factory defaults.

Notice:

1. After setting or revising parameter, need to click the "Save" button of this page, then click "Save Settings" in menu for
saving parameters in device
2. Before S270/5271 export configuration, need to read Slaves configuration details first, to avoid Slaves information missing.
3.Easy way to revise parameter: Open parameter setting page---->Click "Read" button to get device current value
---->Revise and click "Save" button---->Click the "Save Settings" button in the menu.

4. Switch the device mode to "Run" as below, otherwise it will not work;

SET Mode

[Run]mA |mA [mA [mA RUN Mode

5. Reboot the device, switch the Power Switch to OFF, then switch it to ON, the device will enter into normal

running mode after that

SIM Card Slot

]

Work Load ON  OFF

€ Basic Settings

Reminder:
1.Please click the "Read" for previous parameter before starting to set.

2.When accessing the cloud platform, the [Automatic report item] and [Alarm SMS setting] items may not be set.
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-

‘ % |Load Profile = |Export Profile Wi Default  Language About

1 - (@ Basic Information parameter settings "Xl
- . P
@ Modify password Synchronous machine time E |
B 2015-03-31 22:25:00 [E~
i i@ Number setting e Old password:
=y
- EER Read the RTU time
& i i MNew password:
[ 0 Qutput Settings H
’ . Confirm password: Write the RTU time
- (@ Relay setting
N Modify password Read the computer time
2 (@ Incoming control
i Basic inf i
(@ | Access Control Settings S aIRion
- Device ID 0 (0~9999) Madel No. S$271-RTU Version 2EV30
= (@ Input Settings
Device Description: (60 Characters ) |4
- (@ DIN Trigger setting W . - ,
7 [T Add timestamp to alarm SMS [] Arm Automatically when power on.
- @ DIN Alarm setting ] Auto Arm after disarm: 0 Minute(S) (1~9999)
(@ AIN Trigger setting Timer Reporting SMS Content Settings
0 AIN Alarm setting [] Add the following additional information in the report SMS
= (@ Timing Settings
el (@ Hour Timer g ; Bower 5t ok ST G s
el (@ Periadic Timer : ?
= (@ Interlock Settings |
(@ Interlock Setting :
a Alarm SMS Content Settings
= (@ Network settings |”] Add the following additional information in the alarm SMS
- (@) Cellular network setting 2 g
= (@ History Record 4 - _ _ L _ L
(@ History Record
COM3 _ | Equipment model:5271-RTU |I|

Modify Password: This is for modifying the RTU’s Password, default is 1234.

Synchronous device time: This is to setup the RTU’s time for daily report or other timers. After click
, the RTU will be synchronous the same time as the PC. If connect to King Pigeon Cloud
Server, no need this step.

Device ID: Non-necessary. This is mainly for monitoring center to identify the RTU;

If communicate via Modbus protocol, device ID only can be 1~247.

Device description: This is the description of the RTU, e.g.: installation address,

usage instructions and so on.

Add Timestamp to Alarm SMS: Tick it stands for while alarm occurrence, the Alarm SMS

will include the RTU’S current time information at the SMS Content.

Arm automatically when Power On: Tick it stands for once the RTU powered up, the RTU

will enter into Arm Mode automatically.

Auto Arm after Disarmed: Fill the timeout to enter into Armed Mode automatically after

disarmed operation. This is useful for security protection applications.

Tips:

Arm: Under this mode, any alarm occurrence will send SMS and dial the authorized numbers immediately. And execute the
programmed /0 outputs.

Disarmed: Under this mode, alarm occurrence will not send SMS & dial the authorized numbers.

Timer Reporting SMS Content Settings: Tick the related items to add its value/status to the

Timer report SMS contents.

Alarm SMS Content Settings: Ticks the related items to add its value/status to the Alarm

SMS Contents.

L Number Settings(If access the cloud platform, no need to set)

This is to setup the Authorized User Telephone Numbers to receive the Alarm SMS or dial. Tick it stands for
while the related event alarm occurrence will send SMS to this number.
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Reminder:

When using an IoT card, it does not support sending and receiving SMS and voice dialing alarm functions, so there is no need

to set the content related to SMS; at the same time, when the device wants to access the cloud platform server, please disable the SMS

alarm and dialing function, otherwise the device will Sending and receiving SMS and dialing leads to frequent offline.

arm and dialing functior ,_

% |Load Profile = |Export Profile Wi Default  Language About

B--L(@? Basic Information parameter settings X Number seuing’X-l
(@ | Parameter setting Authorized User Telephone Number Settings
h é { Alarm No.)  Power Timer Arm/Disarm Low Power Power GPRS Relay
| will On Report SMS Signal Lost Recovery Failure Switch
User No.0 il 1] (i) 1] ] ) [l sl
[ 0 Output Settings B i = i i i
y User No.1 ] ¥l (sl sl [ a sl IF]
4@ Relay setiing User No.2 n ® &l S n al B
=~ (@ Incoming control User No.3 (] I} E [} [} Fl [ (]
% 5 = I A > ]
(@ | Access Control Settings Hs=ihod O = O O ] al O M
» X User No.5 = | (] = [ ]} [l L
(SR O Input Settings
g User No.6 0 Ell 0 0 0 ] ] Ll
DIN Trigger settin — e - o . -
Q c o User No.7 ] 5| B B ] B ] B
P PN o User No.2 o @ O B B B B B
(@ AIN Trigger setting User No.@ (] il B [} [} El ] B
(@ AIN Alarm setting
= (@ Timing Settings
v Read “ Save
Q Hour Timer Notice:
ot 1. Alarm No. can include or non-include country code, e.g.in UK can setup 0044 or +44 or without country code but can not be 44
- (@] Periodic Timer . SR 5 7
o 2. Low signal alert: Mobile signal lower than 14 (full signal is 31).
o . 3. Tick it stands for when the event occurrence, will send SMS to the related telephone numbers.
2 (@ Interlock Settings
(@ Interlock Setting
=L (@ Network settings
- (@) Cellular network setting
= (@ History Record
(@ History Record
COM3 - | Equipment model:5271-RTU |I|

Power On: Tick it stands for while the RTU powered up, will automatically send SMS to this number,
include device model, version, description, IMEI, status, signal value etc....

Timer Report: Tick it stands for Timer report SMS will send to this number.

Arm/Disarm: Tick it stands for Arm or Disarm the RTU, will send SMS to this number.

Low Signal: Tick it stands for while GSM/3G/4G Network signal strength lower than 14 will send SMS
to this number.

Power Lost: Tick it stands for while external DC Power loss will send SMS to this number.

Power Recovery: Tick it stands for while external DC Power recovery, will send SMS to this number.
GPRS Failure: Tick it stands for while GPRS connection re-try 3 times and still failure will send

SMS to this number.

Relay Switch: Tick it stands for while the Digital Solid Relay Output action will send SMS to

this number.

€ Output Settings

This page is to setup the Output parameters and definite the output usages. The outputs will be used
in the Interlock Page for programmable logic events.
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=7 GSM 3G M2M RTU ConfiguratorV3.0 & . - - 8 - [E=NE
& |Load Profile = |Export Profile Wi Default  Language About
#-- (@ Basic Information Relay setting 4 1
@ Output Settings Output Type Channel Name Close Time Repeat Interval ON/OFF Alarm Verify Open Description Close Description
, (s) Time  Time(s) SMS Time(s) (MAX.30) (MAX.30)
(@ Relay setting iy
Doutl Switch on/off = o 0 0 | 0
. (@ Incoming control e - =
Doutl |Switch on/eff ~| 0 0 [ 0
- (@ Access Control § S
Dout2 Open door - o 0 ] | 0
= (@ Input Settings
; Dout3 ‘Open doar " 0 0 0 al 0
0 DIN Trigger sett) _
< (@ DIN Alarm settir|
| Read Save
(@ AIN Trigger sett Natice:
i 1. If the Close Time setup as 0, this channel will output NC type. and the Interval Time and Repeat Times can not be edited.
4@ AIN Alarm settin 2. If the Close Time setup as not 0, this channel will cutput NC type and the relay will close according to the Close Time
. ’ then open,and repeat this action according to the Repeat Times after the Interval Time timeout.
= 0 Timing Settings 3.0 :
. Only the first Channel (DOD) can be setup as Door Open function, see Access Control page.
. 4 1f the Output Type setup as Switch ON/OFF, then this channel will be used as a switch.
0 Hour Timer 5 % & : : . . .
5. If the Qutput Type setup as Siren,then this channel will be used as siren,and will be activated according to the settings
@ Periodic Timer in AIN/DIN Alarm and Interlock page.
6. Close time, Interval time, Repeat Times and Alarm Verify Time values range from 0 to 9999,
s 0 Interlock Settings 7. Alarm Verify Time: If tick the ON/OFF SMS alert function,and the relay closing or opening time less than the verify time,
the RTU will not send SMS to alert the users.
- (@ Interlock Setting!
= (@ Network settings
- (@ Cellular network]
=L (@ History Record
(®  Histary Record
« m v
COM3 — | Equipment model:S271-RTU

Output Type: Support 3 output types. The user can choose the Output Type for the relay

outputs, includes Open Door, Switch ON/OFF,Siren. The relay 2 and 3 only used for Switch

ON/OFF; Relay 0 can option as Open Door and Switch ON/OFF; Relay 1 can option as Siren

and Switch ON/OFF.

1) Open Door: Only the first Channel(DOO) can be setup as Open Door, use it for electric lock.

If setup as Open Door, then the authorized number calls in RTU, can open the electric
Lock directly or output a pulse signal and disarmed the RTU directly. See Access Control
page about the authorized number.

Notice:

If relay 0 used for Open Door, then can't be action as normal Switch ON/OFF.

Application:

When RTU installed in generator room, many workers out and in, not convenience and safe for everyone
taking keys. This function can authorize the person to remotely control the door and disarm the device within
appointed time, avoid fault anti-thief alert. After worker maintenance the generator room, can touch the
inside Arm/Disarm switch button to arm device, DIN2 can do this.

2) Switch ON/OFF: For switch on/off device.

3) Siren: This is for output pulse signal for siren sounds, If setup as Siren, then while the RTU
alarm and ticked the Siren function in AIN or DIN trigger pages, then this channel will
execute the setting parameters.

Channel Name: to setup the Output Channel name, e.g.: Pump or Motor and so on, in order
to identify it in SMS Contents.

Close Time: Stands for the relay close and last time, default 0 second, means always close.
Repeat Times: Stands for how many times does this relay should to repeat.

Interval Time: Stands for interval how many seconds then the relay repeat the action again.
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Match with "Repeat Times" can work as pulse output, unit: second.
ON/OFF SMS: Tick it stands for while the Recovery action, will also send SMS to the
authorized numbers;

Alarm Verify Time(s):Stands for when the Relay Close or Open last time less than this value, will not send
SMS to the authorized numbers, this is to avoid sending too many useless SMS.

Open Description: Stands for when the Relay Open, send what SMS to the authorized numbers;

Close Description: Stands for when the Relay Close, send what SMS to the authorized numbers.

€ Incoming Control Settings(If access the cloud platform, no need to set)

This page is for setting which authorized number at what time can dial to the RTU and let the first channel
(DOO0) output a pulse output.

Only when the output types of the first channel (DOO0) setup as Open Door can dial to control it.

It is very useful for serviceman dial to open the electric lock door and disarmed at specified time of the
Room. Also this function can be used as authorized number dial in the RTU to output a pulse output or
always close then call again open the relay at specified time. In this condition, please setup the output type
of DOO as Open Door, and setup other parameters correctly, and remember to setup the Auto Arm after
Disarmed time as 0 to keep the RTU in Armed Mode if required.

Tick the box ahead the User No. stands for enable the first Authorized number can dial in to let the first
channel (DOO) output a pulse output.

o GSM 3G M2M RTU ConfiguratorV3.0 o = - R ' - - P - = | B |
& |Load Profile = |Export Profile Wi Default  Language  About
L (@] Basic Information Access Control Setting X
- (@ Output Settings Access Control
3 ! Tips:
& (@ Incoming cortrol 1.0nly the first channel (DOQ) Output type can be setup as Door Open.
0 i 2.When the ticked User No.x call to RTU,it will Disarm and output pulse signal to open the electric lock automatically.
i Start time End time
-+ (@ Input Settings \
[C] User No.0  2000-01-01 00:00 B~ e 2000-01-01 00:00 [Ekg 1 Always
(@ DIN Trigger sett e .
[F] User No.1  2000-01-01 00:00 B % 2000-01-01 00:00 B~ 7] Always
~@ DIN Alarm settir [] User No.2  2000-01-01 00:00  [@+ ~ 2000-01-01 00:00 [ ] Always
- @ AIN Trigger sett [ User No.3 2000-01-01 00:00 B~ ~ 2000-01-01 00:00 [Ehd [ Always
(@ AIN Alarm settin [7] User No.4  2000-01-01 00:00 B - 2000-01-01 00:00 B~ [C] Always
. (@ Timing Settings [7] User No.5 2000-01-01 00:00 B~ = 2000-01-01 00:00 B~ 1 Always
(@ Hour Timer [] User No.6  2000-01-01 00:00 B~ ~ 2000-01-01 00:00 B [ Always
S [F] User No.7  2000-01-01 00:00 B~ 5 2000-01-01 00:00 B~ 7] Always
@ Periodic Timer =
Y ] User No.8  2000-01-01 00:00 B & 2000-01-01 00:00 B [ Always
- (@ Interlock Settings . 3
[C] User No.8  2000-01-01 00:00 [EnRg ~ 2000-01-01 00:00 B~ ] Always
- (@ Tnterlock Setting|
- (@ Network settings Read ] | Save
(@ Cellular network Notice:
1. Valid time set as "Always" means the User can call to open the door without limitation.
£ (@ History Record 2. Valid with Start and End time means the User can call to open the door on the duration only.
(@ History Record
COM3 | Equipment model:5271-RTU

Start Time: Stands for from what time this authorized number can dial in to control it.
End Time: Stands for till what time this authorized number cannot dial in to control it.

Always: Stands for this authorized number can dial in to control it all the time.

€ DI Trigger Settings(If access the cloud platform, no need to set)

Note:When accessing the cloud platform, no need to set [Alarm SMS Content], [Restore SMS Content],
Displacement SMS Content], [Interval Pulse Alarm Content] and [Total Pulse Count Alarm]
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I GSM 3G M2M RTU Configurator V3.2

#]Load Configuration Profile % |Import Configuration file

Wi Factory Reset

- (@ Basic Information
@ Parameter setting
@ Alarm Numbers
Qutput Setting
(@ Relay setting

Access control

DIN trigger setting "X}

Input Type

InitialValue

Language About

Alarm SMS

IntervalAlarmValue

Recovery SMS

Change SMS

IntervalSMSAlarmContent

Current
Status

Alarm Verify
Time(s)

Recovery

Siren
Alarm

o

o

24hr

TotalAlarmValue TotalAlarmMessageContent
(@ Access Control Settings
DIOCounter (MAX.999299)

Input Setting

(@ DI setting

(@ DI Alarm setting

InitialValue IntervalAlarmValue IntervalSMSAlarmContent TotalAlarmValue TotalAlarmMessageContent

DI1Counter (MAX.999999) 10

(@ Al setting (MAX.2000)

(@ Al Alarm setting Save

-

Notice: e ] |
. 5270 Only DI0~1 can be used as Pulse Counter,
5271 Only DI0~3 can be used as Pulse Counter.

Timer Setting

]

Only DI1 can be used as Arm/Disarm Switch

Alarm Verify Time: active and last this time
then considered as alarm.

Siren: In armed mode, active then drive the

Siren channel to work. Must setup one of the

output channel as Siren type.

w

(@ Hour Timer

B

(@ Periodic Timer

a-@

-l (@ Logic Trigger

Logic Trigger Setting

@

24Hr: Any time, active will arise alarm.
Alarm verify time values range from 0 to 9999,

Ll

Input Type: The user can choose the input type for related channel. Includes: Counter, Arm/Disarm,
NC, NO, Change and Disabled.
1) Disabled: Not use this channel.
2) NC: For connecting Normal close type detector, open will alarm.
3) NO: For connecting normal open type detector, close will alarm.
4) Change: For connecting normal open or normal close type detector, once the status
changed, will be treated as alarm.
5) Counter: DIO as a high-speed pulse counter, sampling frequency: 1MHz;
DI1~3 as low-speed pulse counter, anti-shake time can be set 1~2000ms, default 1ms;
Need to tick up the Pulse Counter box to setup initial value and interval alarm value and
total alarm value. E.g.: contact a PIR sensor to count how many people pass through the
ATM machine and so on.
6) Arm/Disarm: Only the Second Channel (DI1) can be used as Arm/Disarm Switch. For
connecting a pulse output type switch to Arm or Disarmed the RTU.
Alarm SMS: Under Arm or 24h status, once triggered will send this SMS content to
authorized numbers.
Recovery SMS: Under Arm or 24h status, if tick the "Recovery Alarm", when triggered digital input
recovery normal will send this SMS content to authorize number.
Change SMS: Under Arm or 24hr status, only when digital input choose "Change" type, once
action will send this SMS to authorize number.
Current Status: Stands for input’s current status.
Alarm Verify Time: Stands for when the digital input Close or Open last time more than this
value, will be treated as a true alarm, if less than this value, then will not alarm.
Siren: Tick it stands for while this digital input triggering, the DO that output type was setup as
Siren will execute its output parameters.
24Hr: Tick it stands for no matter the RTU is in Arm or Disarmed mode, this digital input triggered
will alarm.
Initial Value: When DINO as counter, the value begin to count.
Interval Alarm Value: DINO as counter, under Arm or 24hr status, when counter value arrive
"Interval Alarm Value" will send SMS to authorize number.
Total Alarm Value: When counter value arrive "Total Alarm Value", will automatically refresh it
to "Initial Value". Under Arm or 24hr status, will call and SMS to authorize number.
Interval Alarm SMS: When interval alarm, will send this SMS to authorize number.
Total Alarm SMS: When arrive total max value, will send this SMS to authorize number.
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L DI/AI Alarm Settings(If access the cloud platform, no need to set)

This page is for setup while DIN/AIN alarm, send SMS & Dial to which authorized numbers. Tick it stands for
enable to send SMS or dial the related authorized number, see below page is for DIN settings, the AIN Alarm
Settings is the same:

g5 GSM 3G M2M RTU ConfiguratorV3.0 " 4 @ (3 - s - - |« e S
4 |Load Profile = |Export Profile Default Language About
P guag;
. (@ Basic Infarmation DIN alarm setting.’fx I
- (@ Output Settings
o ( DIN Alarm Send SMS ) ( DIN Alarm Dial Out)
- (@ Tncoming control
4 DIN Channel DINO DIN1 DIN2 DIN3 DINO DIN1 DINZ DIN3
A it Seting: UerNo0 @ @ @ m ¥ ¥ @
- (@ DIN Trigger setting User No.1 il i) i E] £l | £l
(@ DIN Alarm setting User No.2 ] ¥l Il @ ¥ [#]
. User No.3 il | il IFl E| ] lE]
L (@7 AIN Trigger setting = = = ; = = :
User No.4 ] i) il ]| ] 1] | Ed]
AIN Al i _ _ _ _
@ S UserNos & E § E B ¥ B
2L (@ Timing Settings User No.6 Il ¥ il Ed] & £ Il &
(@ Hour Timer User No.7 & il ] & & |
0 Periodic Timer User No.3 cil il & il Edl
' : UerNod @ @ B @ B E ¥ O
- (@ Interlock Settings
- Notice:
Interlock Settin
Q 9 1. Tick it stands for when the DIN alarm, will send SMS or dial the related user telephaone numbers.
] 0 Network settings 2. While dialing the user telephone number, each number will wait max 20seconds, if not answer will
; dial the next user number.
i (@7 Cellular netwark setting
(@ History Record Read ‘ [ Save
(@ History Record
COM3 _ | Equipment model:5271-RTU

©Q Al Trigger Settings

This page is to setup the analog input alarm conditions and analog input parameter. AIN can be used for
monitoring temperature, current, voltage, power factor, water level, pressure, environment, wind speed...

And also one channel temperature and humidity transducer can be connected as below:

AM2301 PIN Difinition

R |
cc
Data
GND
NC (Reserved)
e 1
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@' GSM 3G M2M RTU ConfiguratorVi3.0

. = SN

<|Load Profile = |Export Profile

Wi Default

Language About

& (@ Basic Informatian AIN trigger setting 9|
5 ] Input Type  High Alarm SMS  Low Alarm SMS Recovery SMS  Maximum  Minimum Current Threshold Threshold Recovery Alarm Verify Siren 24hr
L7 Q Output Settings Value High Low Alarm Time(s)
- (@ Incoming cantrol 8INO [Disable | 0 0 0 0 0 ' H
£ (@ Input Settings AINL |Disable = 0 0 0 0 0 E 1 [
@ DIN Trigger setting AINZ [Disable 0 0 0 0 0 4R [
@ DIN Alarm setting | AIN3 [pisabie -] 0 0 o o 0 r
@ AIN Trigger seiting Temp[Disable 80 40 0 0 0
Mo = .
W v i | |Digable ~| 100 0 0 0 0 [ 1
8- (@ Timing Settings Notice: Read || e
1. Maximun/Minimum: The measurement range of the transducers.e.g.: 0~100Mpa;
(@ Hour Timer 2. Measurement Range: -9999.99~9999.99,supports minus and decimal.
3. Alarm SMS Format: High/Low/Recovery Contect Alarm,Current Value.
(@ Periodic Timer 4. Others are the same as DIN.
S. Alarm Verify Time values range from 0 to 9999,
2 (@ Interlock Settings
Lo i@ Interlock Setting
2 (@ Network settings
Lo i@ Cellular network se
= (@ History Record
Lt (@7 History Record
“ I v
CoM3 Equipment model:S271-RTU

Input Type: The user can choose the input type for related channel. Includes: Disable, 0~5V, 0~20mA,
4~20mA.

1)

2)

Disabled: Not use this channel.
0~5V: For connecting transducers that output voltage 0~5V. Please remember to switch
the related channel DIP switch to V side, see DIP Switch Definitions.
3) 0~20mA: For connecting transducers that output current 0~20mA, Please remember to
switch the related channel DIP switch to A side, see DIP Switch Definitions.
4) 4~20mA: For connecting For connecting transducers that output current 0~20mA, Please
remember to switch the related channel DIP switch to A side, see DIP Switch Definitions.
5) Temperature and Humidity: Enable/Disable support. Only accept AMS230x series sensor,
the temperature maximum is 80, minimum is -40, and Humidity maximum is 100,
minimum is 0, cannot change them.
High Alarm SMS: Under Arm or 24h status, once current value higher than threshold high value will
send this SMS content to authorized numbers.
Low Alarm SMS: Under Arm or 24h status, once current value lower than threshold low value will
send this SMS content to authorized numbers.
Recovery SMS: Under Arm or 24h status, if tick the "Recovery Alarm", when current value recovery
normal will send this SMS content to authorize number.
Maximum: The transducer’s maximum measure range. E.g.:100 Celsius degree. Usually it can
be found out at the transducer’s specification.
Minimum: The transducer’s minimum measure range. E.g : -50 Celsius degree. Usually it can
be found out at the transducer’s specification.
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Current Value: Stands for input’s current value of the transducers.

Threshold High: The high value(reached) need to alarm; Example: set 50Celsius degree to alert.

Threshold Low: The low value(reached) need to alarm; Example: set -30Celsius degree to alert.

Recovery Alarm: Tick it stands for when the analog input recovery, will send SMS to the

authorized numbers.

Siren: Tick it stands for while this input triggering, the DO that output type was setup as Siren

will execute the its output parameters.

24Hr: Tick it stands for no matter the RTU is in Arm or Disarmed mode, this input triggered

will alarm.

Reminder:1) According to the output type of the transmitter, set the correct mA and V type on the DIP

switch of the device, please see 2.3 Mode Selection and 2.3 Al Wiring Diagram; 2) The same
input type should be set in the configuration software; 3) The maximum and minimum range
of the analog quantity, please refer to the transmitter technical specification to fill in, or
consult the transmitter manufacturer

Q' Timer Settings

This page is

for setup hour timer and periodically timer, it is useful for scheduling when to execute what

action automatically or it with repeat this action according to the interval time. Total can program 10

scheduling events. Tick it stands for enable this timer event:

_‘% GSME’-G ILHZM RTU Conﬁg_{atoﬂl?!.

|| #|Load Profile = |Export Profile W Default  Language About

(@ Basic Information
Output Settings
Incoming control

Input Settings

Timing Settings

RCE OO

- (@ Hour Timer
he @ Periodic Timer
4 (@ Im‘:erlock Seftings
E (@ Interlock Setting
i@ Nz‘atwork settings

@ Cellular network

& (@ History Record

Lt (@7 History Record

Second timeolll|

Periodic Timer
Set automatic upload GPRS data cycle 5 minute V] Enable/Disable

Weelkly Hour Minute Interval(s) Action
1 [sunday +| [o0 -] oo -] o [Reboat -
2 [sundy | [oo -] oo - o [Reboot -|
02 [sunday =] [oo ~| [oo -] o [Rebost -|
4 [sunday =| [oo - [oo - o [Reboat -|
5 [sunday ~| [o0 - |00 -] o [Reboot -
6 [sunday =| |00 - |oo - o [Reboat -|
7 [sunday ~| [o0 - [oo -l o [Reboot -
[18 [sunday v| 00 «| oo - o |Rebom v|
s o [sunday =| [oo - [oo - o |Reboot -|

Notice:

LA Hhe St e eV Se: ol e e el a action: [ Read || sae ‘
2. Interval time range is 0~9999 Seconds.

com3 [

Equipment model:5271-RTU

Reminder:

When GPRS/3G/4G data transmission protocol is King Pigeon loT RTU Protocol, the periodically auto upload

default enable and upload every 5 minutes.

Tick stands for enable this timer function, otherwise is disable.

Weekly+Hour+Minute: Stands for what day and at what time does the RTU should start to

execute the
Interval: Sta
If setup it as
Action: Stan

action and interval how many seconds then repeat to execute the action.
nds for interval how many seconds does the RTU should repeat to execute the action.
0, then this event will not be repeated.

ds for what action does the RTU should to execute at the specified time.
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Question: Have set the timer SMS report, but finally not get the SMS.
Solution: Have no ticked the "Timer Reporting SMS Content" in first Basic Parameter Settings page.

€ Logic Trigger Settings

This page is for setup if what happen, then what action does the RTU should execute, it is a programmable
logic events. Total can program up to 40 logic events for automatically control purposes.

T GSM 3G M2ZM RIU Contigurator V3.2

+ |Lload Configuration Profile = |Import Configuration file W Factory Reset  Language  About

L@ Basic Information Association settings 9% |

@ parameter seting Event: [AIL High alarm -

@ Alarm Numbers acion: 903 Close - | Add l l Delete

(@ Output Setting

-l (@ Relay setting

Event Action
DIO trigger DOO Open
(@ ' Access Control Settings AL High alarm DO3 Close

(@ Access control

(@ Input Setting
-l (@ DI setting
(@ DI Alarm setting
(@ Al setting
- (@ Al Alarm setting
L (@ Timer Setting
(@ Hour Timer
(@ ' Periodic Timer
- (@ Logic Trigger Setting

-l (@ Logic Trigger

(@ Cloud Platform Setting

(@ Cellular network setting

- (@ History Record Clear Note: Max 40 Link Trigger events

-l (@ History Record

[ oo

Save

Event: Stands for if this occurrence.
Action: Stands for then what action does the RTU should execute.

Q' Network Settings

This page used for setting device parameters connect to networks.The device can compatible with many third
party upper computer system. And it can communication with monitoring software or clould via GPRS/3G/4G

as below:

1) Modbus RTU Protocol, means Modbus RTU over TCP, commucation with upper computer system. For
example, connect to www.kpiiot.com cloud server. Domain: modbusrtu.kprtu.com, Port: 4000.

2) Modbus TCP Protocol, commucation with upper computer system. For example, connect to
www.my-m2m.com cloud server. Domain: modbus.dtuip.com, Port: 6655.

3) MQTT Protocol,connect to www.my-m2m.com cloud server. Domain: modbus.dtuip.com, Port: 6655.
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GSM 3G M2M RTU Configurator V3.2

#|Load Configuration Profle = |Import Configuration file WjFactory Reset  Language  About

- 5@} Basic Information Association settings X GPRS sauings'fxl

- (@ Parameter setting | Connect KPIOT | ‘ Connect my-m2m ‘ |Cunne:tu€herl0T

(@ Alarm Numbers

: ; Communication Protocel Modbus RTU Protc = Server 1IP/DNS  modbusrtukprtu.com (Max60)
E--L (@ Output Setting
; Protocal  TCP - Server Listen Port 4000 (0-65535)
(@ Relay setting .
Access Point Name (Max60) Server 2 IP/DNS (Max50)

= (@ Access control User Name Server Listen Port (0-65535)

Q Access Control Settings Passsword (Max60) Server connection strategy Prefer server 1 -
L (@ Input Setting

@ Ot setting Pl fill in the login message(device ID of cloud),and click save Ton |

(@ DI Alarm setting Login Message Ascll - (Max60)

’ = Click this button to fill in the login message, please contact the
-4 @] Al setting S Bh King Pigeon sales representative .
Tel: +86 755-29451836 Request for login message

@ A1 Alarm setting After filling in the login message, click save and restart the

& @ Timer Setting device to access it

@ Hour Timer Heartbeat Interval 60 (1-99995)

@ Periodic Timer No Response Resend Times 3 - (19 ‘ B
5@ Logic Trigger Setting Send Once When Login Server
- (@ Logic Trigger
+ @ ——
] FAQ for settings please refer to [Help] menu | Read Save

(@ Cellular netwark setting
=L (@] History Record

(@ History Record

Note:If connect to KPIIOT or my-m2m cloud,only need ask King Pigeon sales for log in message,other part no
need fill,keep as default.

Communication Protocol: "Disable", "Modbus RTU protocol", "loT RTU protocol" or "Modbus TCP protocol"
“MQTT”optional.

Protocol: TCP or UDP optional.

Access Point Name: APN, cellular operator provide.

User Name: User Name,operator provide.

Password: Network password, operator provide.

Sever 1/2 IP/DNS: Server IP address or DNS.

Listen Port: Stands for the server’s listen port.

Server Connection Strategy: Only support "Prefer server 1" function, no "Both connection" now. When server
1 disconnect, will connect to server 2 automatically.

Login Message: Server register handshake protocol package. When transparent transmission or Modbus
protocol, this item used for device ID, provided by cloud. Contact King Pigeon sales if need to connect
www.kpiiot.com cloud server.

Login ACK Message: Once set, device need response within 10 seconds after device send login message,
otherwise it will continue send login message according to "Reconnection Times" ,still not response will
offline once time, then try to reconnect, according to "Server Offline 3 Times, Device Reconnection Time".
Logout Message: Once server send to device, device will be offline.

Heartbeat Message: Heartbeat content to avoid network offline.

Heartbeat ACK Message: Once set, device need response within 6 seconds after device send heartbeat
message, otherwise it will continue send login message according to "Reconnection Times" ,still not response
will offline once time, then try to reconnect, according to "Server Offline 3 Times, Device Reconnection Time".
Heartbeat Interval: Network keep online heartbeat interval time.

No Response Resend Times: After setting heartbeat and login message, if server no response, the times
which server will send data.

Login Message Strategy: "Send Once When Login Server", "Plus It In Front Of Every Packet", "Both Of Them"
optional. "Plus It In Front Of Every Packet" when data transmission.
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5 GSM 3G M2M RTU ConfiguratorV3.2

+|Load Configuration File  + | Export Configuration File Wi Factory Reset  Language  About

1@ Basic Information
(@ Parameter setting
(@ ' Alarm Numbers
- (@ Output Setting
(@ Relay setting
1@ Access control
(@ ' Access Control Settings
1@ Input Setting
(@ DI setting

(@ DI Alarm setting

2@ Logic Trigger Setting
L. @ Logic Trigger
1-2@ Cloud Platform Setting

P ¢ H Cellular network setting|

- (@ History Record

L., (@ History Record

Number setting®<|  Relay setting #X|  Access Control Setting #X| DI setting #X| DI alarm setting #X| Al setting #X| Al alarm setting #X|  Clock timer #X|  second timer®<|  Logic trigger #X

Connect KPIIOT

Communication Protocol [Disable |

Protocol |TCP v
AccessPontName| | (Max60)
Password| | (Ma0)

Pls fil in the login message(device ID of cloud),and click save

Login Message  [ASCIl

Connect my-m2m

Connect other 10T

Server 11P/DNS [ modbusrtukprtu.com (Max60)

Server Listen Port (4000

Server conny

643880416034020 (Max60)

Login Message Strategy |Send Once When Login Server v

FAQ for settings please refer to [Help] menu

Device Type S271-RTU

(0-65535)
(Max60)

ort [0 (0-65535)

n strategy |Prefer server 1 v

MQTT Protocol Settings

Publish Topic

[ MQTT Client 1D
Logout Me: (Max60) e
Ll (@) Al Alarm setting 9 o e
Heartbeat Me: (Max60)
£ (@ Timer Setting Pentitoe MQTT Password
eartbeat (Max60)
L@ Hour Timer s Automatic data upload cycle [10 sec
£ (@ periodic Timer No Respons: MQTT Data retransmission [ Enable / disable

Tips: Only use MQTT Protocol require to setup.

Cellular network setting #X0

MQTT Settings@ Network setting

Item

Description

Default

Subscribe topics

Topic subscribed when the device receives control data

empty

Publish topic

Topic when the device publishes information

empty

Maqtt device ID

Serial number of the device, unique identification

empty

Maqtt user name

server

The account of the device to publish the theme on the proxy

empty

Mgtt password

server

The device publishes the password for the subject at the proxy

empty

Active upload data | The time interval for the device to upload data regularly, with a | 10 seconds

cycle maximum of 10 seconds

Mgtt data When enabled, the historical cache data during network | Disable
supplementary disconnection will be retransmitted when the network is restored
transmission

Q' Historical Record

The device inbuilt 8G SD card, store alarm and historical records. For saving historical records, need to set the
saving historical records interval time in "Periodically Timer" page.

For historical record, once it full, will automatically remove the earlier records for new records. And can save
as CS format for other purpose usage.
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7 GSM 3G M2M RTU ConfiguratorV3.0 . Pra—— PR - o — [F=REE] =

4 |Load Profile = |Export Profile MiDefault Language About

..t (@7 Basic Information history record &

OQutput Settings

Event Record Tatal:0 @ Read All ) Read record from |1 =N Clear | | Read “ Export CSV ][ Delete device record _‘

Incoming control
Input Settings
Timing Settings
Interlock Settings

Network settings

History Record

Pieve e e e e

m

Lt (@7 History Record

coM3 | Equipment model:5271-RTU

Total: Display device current historical records qty, "Read All" or "Read Record from xx to xx" optional.
Clear: Clear the screen.

Read: Read historical records.

Export CSV: Historical records export as CSV file.

Delete device records: Click this button will erase all device historical records, be careful.

7. Example Of Applications

7.1 Device working self-checking

(1) Under setting mode, switch Dip to "Set"---->Switch device on---->Running configurator, choose port and
password enter into software basic parameter settings---->Click "Read the computer time"---->Then click
"Write the RTU time" for device time setting. At the same time, tick "v" for "Arm automatically when power
on", then click "Save" button as below:
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7 e W - -— e e e » - ——

g1 GSM 3G M2M RTU ConfiguratorV3.0 = | &l
4 |Load Profile = |Export Profile MiDefault Language About
=4 (@ Basic Information history record e parameter settings &K
(@7 Parameter setting Modify password Synchronous machine time -
™ old . Time : 2019-01-03 15:03:31 [E~
wl (@ Number setting password:
A Nore naseernt Read the RTU time |
- (@ Output Settings : ‘
= . Confirm password: Write the RTU time
@ (@ Incoming control |
o Modify password I Read the computer time l
- (@ Input Settings \
- £@% Timing Setiings Basic information )
- Device ID 0 (0~9999) Model No. ) 5271-RTU Version 2EV30 Read and write to |
- (@ Interlock Settings el b s 2
- Device Deseription: (60 Characters) S¥nc the time
[2E Network setti — =
: 0 SHmanCReI [ Add Ermestarp to alarin SMS I [liAi At cally whan poweron:
- (@} History Record [7] Auto Arm after disarm: [1) Minute(S) (1~9999)
Timer Reporting SMS Content Settings ek
ck
[] Add the following additional information in the report SMS
Alarm SMS Content Seftings
[7] Add the following additional information in the alarm SMS
< . »
Ccom3 _ Equipment model:S271-RTU

(2) Under "Number Settings" page, write authorize number and tick the times needed. For example, if need

power on, external power off/recovery SMS, then tick and write as below:

T - e w - -— e

G GSM 3G M2M RTU ConfiguratorV3.0 —— =&
4 |Load Profile = |Export Profile MiDefault Language About
=4 (@ Basic Information Number Se“ingfx 1
< (@) Parameter setting|  Authorized User Telephone Number Settings
0 A — T Alarm No. )| [Poweq Timer Arm/Disarm Low Power  Power |GPRS  Relay
* umpsr seting On Report SMS Signal Lost Recovery |Failure Switch
. User N0 0086135368536¢ @ (] £l Tl [E] [l B F
@ (@ Output Settings = T 5 5 = = =5
o User No.1 =] ]} || ] = =] 7] [
&4 @ Incoming control User No.2 A B 5] B B ] B B
G- (@ Input Settings User No3 | al | [l ] | i 0
& (@ Timing Settings User No4 O lal 0 O =] o B ]
: User No.5 ] ] ] ] ] ] ] sl
- (@ Interlock Settings i T 3 =3 i =
: User No.6 ] ] 0 &l 0 ] i ]
[2E Network settings e — = = — - il
@ 3 User No.7 0 [ ] B &} B B 7]
-4 (@ History Record User No.8 |} [ = = (]} [ Fl 4]
User No.9 | | &} ] &l ] Ll ]
Read } I( Save ‘D
Notice:
1. Alarm No. can include or non-include country code, e.g.in UK can setup 0044 or +44 or without country code but can not be 44
2. Low signal alert: Mobile signal lower than 14 (full signal is 31).
3. Tick it stands for when the event occurrence, will send SMS to the related telephone numbers.
Ccom3 _ Equipment model:S271-RTU

(3) Click "Save"---->Switch device off---->Switch working mode to "Run"---->Put it SIM card and switch device

on. 1~2 min after SIM card register network, power on SMS should be received---->The cut the external power,

the power lost SMS should be received---->Connect the power support to device again, then power recovery

SMS should be received. Thus, the device communication self-checking finished.
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7.2 Device connect analog transducer

If AINO need to connect a temperature transducer, transducer output 4~20mA signal, measurement range:
-40~100°C, when temperature last 2 seconds higher than 35°C need to alarm, last 2 seconds lower than 20°C

also need a alarm, then set as below:

to "mA";

(1) Switch device off, then switch AINO input type

(2) Wire connect temperature transducer to AINO input as below:

: " External power
Current two-wire connection

- +
1 ]
Analog Input -
QL0000 0Q
0+ O 1+ 1. 2 2. 3» 3 4-20mA
Transd
ucer

—

|

- - I-
Current three-wire connection External power

= LS
Analog Input

QO

0+ 0 1+ 1- 2+ 2. 3+ 3 1 v
- +

d-20mA
Transducer
S

-y

(3) Basic setting according (1) and (2) in "Device working self-checking";

(4) Enter into "AIN Trigger" page---->Set input type to "4~20mA"---->Write "High/Low Alarm
SMS"---->"Maximum": 100, "Minimum": -40, "Threshold High": 35, "Threshold Low": 20, "Verify Time": 2. If
still need recovery alarm SMS, then need to tick "Recovery Alarm", and write content in "Recovery
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SMS"---->After that, click "Save" as below:

£ GSM 3G M2M RTU ConfiguratorV3.0

+ |Load Profile  =|Export Profile B Default  language  About

= (@ Basic Information

0 Parameter sef|
0 Number settir|
(@ Output Settings

] 0 Incoming contral
O Input Settings
DIN Trigger s|

DIN Alarm sei

(@ AN Trigger s

(@ AIN Alarm set

Timing Settings
Interlock Settings

Network settings

History Record

lolole

AIN trigger setting e
Input Type

AIN1 | Disable
a2

High Alarm SMS  Low Alarm SMS

TempiDisable ¥

Hum. [Dissble -+

Notice:

I R TN

Recovery SMS

Maximum Minimum

Current
Value

Threshold Threshold Recovery Alarm Verify Siren 24hr

High

Low

Alarm

Time(s)

bs

20 I’]l

20 -40

100 0

. Maximun/Minimum: The measurement range of the transducers.e.g: 0~100Mpa;
Measurement Range: -9999,99~9999,99 supports minus and decimal.

Alarm SMS Format: High/Low/Recovery Contect Alarm,Current Value.

. Others are the same as DIN.

. Alarm Verify Time values range from 0 to 9999,

I,

0

i}

Read

H Save

I B

i

coms — |

Equipment model:§271-RTU

(5) In "AIN alarm setting" page, tick the corresponding items for authorize number. For example, when AINO

alarm, will can and send SMS to authorize number "0" , remember to click "Save" as below:

N
T GSM 3G M2M RTU ConfiguratorV3.0

-

=B s |

«|Load Profile = |Export Profile MDefault Language About

= (@ ! Basic Information

e 0 Parameter sef|

(@ Number settir
Output Settings
Incoming contral

Input Settings

.

DIN Trigger s
DIN Alarm sef

AIN Trigger s,

AIN Alarm set
Timing Settings
Interlock Settings

Network settings

History Record

rorereie

AIN alarm settingf’x I

AIN channel
User No.0
User No.1
User No.2
User No.3
User No.4 0
User No.5 (&)
User No.6 ]

User No.7 |

User No.8

User No.9

Notice:

| (AIN Alarm Send SMSi

I { AIN Alarm Dial Out)

0 AIN1 AIN2 AIN3 Temp. Hum.

0o o g o .
0 B 8 8§ H
O B @ @ B
O =@ @ @ O
B B 8 8 O
b0 B B B O
A B B B B
L O o [ O s R
0 B 8 8 H
0 @ 8 @O B

AIND AIN1 AINZ AIN3 Temp. Hum.
O 8 O a o
B B H o o
O B O o o
B B B @O B H
BE B B B B B
F B B B E =
Ll o/ [ Il ]
B B B B B H
B B B B B H
B B B B B B
Read | [ I Save |

1. Tick it stands for when the AIN alarm occurrence, will send SMS or dial the related

user telephane numbers.
2. While dialing the user telephone number,each number will wait max 20seconds,if

not answer will dial the next user number.

cows p— |

Equipment model:5271-RTU

(6) Switch device off;

(7) Switch DIP mode to "Run", working mode as below:
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(8) Switch the device on, then device enter into working mode.
O Application:

When monitoring cabinet temperature, if higher than 38°C, need to start the cabinet fan; If lower than 25°C,
need to close the fan.

Need: Temperature/Humidity transducer AM2301 and 1 channel relay output, if choose the first relay DOO,
the set as below:

(1) Switch device off---->connect temperature/humidity transducer to T/H port---->connect the cabinet fan to
DOO0 output as below:

52566063

AMZ301

Live wire

Meutral wire

(2) Basic setting according (1) and (2) in "Device working self-checking";
(3) In "Output Settings" page, set first relay DOUTO, output type: Switch on/off, channel name: cabinet fan,
close time: 0, 0 means always close. Click "Save" button as below:

<t GSM 3G M2M RTU ConfiguratorVaom - - — . — —-— — o[ E e

& |load Profile % | Export Profile W Default  Language  About
<@} Basic Information AIN alarm setting #X Relay setting #X
(@ Parameter set Output Type Channel Name Close Time Repeat  Interval ON/OFF Alarm Verify Open Description Close Description
: ] (s) Time  Time(s)  SMS  Time(s) (MAX.30) (MAX.30)
(@  Number settir| : i
Doutd| |Switch onfoff = ||cabinet fan 0\ 0 0 il 0
Qutput Settings . .
- Doutl |Switch on/aff | 0 0 0 B o
il (@7 Relay setting -
Dout2 Open door - 0 0 0 ] 0
- (@] Incoming contral
g Dout3 |Opendoor  ~ 0 0 0 a o
o G Input Settings
(@ Timing Settings Always close if no other operate
Read H Save
(@ Interlock Settings Notice:
X 1. If the Close Time setup as 0, this channel will output NC type. and the Interval Time and Repeat Times can not be edited.
@ Network settings 2. If the Close Time setup as not 0, this channel will output NC type and the relay will close according to the Close Time
. : then open,and repeat this action according to the Repeat Times after the Interval Time timeout.
(@ ! History Record :
: 3. Only the first Channel (DO0) can be setup as Door Open function, see Access Control page.
4 1f the Output Type setup as Switch ON/OFF, then this channel will be used as a switch.
5. If the Qutput Type setup as Siren,then this channel will be used as siren,and will be activated according to the settings
in AIN/DIN Alarm and Interlock page.
6. Close time, Interval time, Repeat Times and Alarm Verify Time values range from 0 to 9999,
7. Alarm Verify Time: If tick the ON/OFF SMS alert function,and the relay closing or opening time less than the verify time,
the RTU will not send SMS to alert the users.
1 m 3
coM: Equipment model:S271-RTU

(4) In "AIN Trigger Setting" page, set temperature type "Enable"---->Humidity and AINO~7 choose "Disable" if
not use---->Set corresponding alarm SMS content---->Threshold high: 38 and Threshold low: 25---->Recovery
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and verify time according to need---->Click "Save" button as below:
@ GSM 3G M2M RTU Configuratorv3o T | P — P —— E—— N W — L

«|Load Profile = |Export Profile MDefault Language About

= (@ ! Basic Information AIN trigger setting X 1
Input Type  High Alarm SMS  Low Alarm SMS  Recovery SMS  Maximum  Minimum  Current  Threshold Threshold Recovery Alarm Verify Siren 24hr
1l (@] Parameter set Value High Low Alarm Timel(s)
il (@7 Number settir|  AINO [Dizable = 0 0 0 0 0 F |

= (@ Output Settings AIN1 |Disable = 0 0 0 0 0 1 ]

1 O

(@ Relay setting AIN2 |Disable = o 0 o [1] ]

o
-
o

(@ ' Incoming control AIN3 [Disable = 0 0 0 0 0

F_‘:'IIDI
o
o

] i O s

I!

BSOS Input Setiings Temp{Enable |HighA\arm Low Alarm Recovery 80 -40 0 2 25 L] 0

(@ DIN Trigger s

0
@ DIN Alarm se  Notice: SMS content [ Read || save |
. Maximun/Minimum: The measurement range of the transducers.e.g.: 0~100Mpa;
. Measurement Range: -9999.99~9999.99 supports minus and decimal. : A g
. Alarm SMS Format: High/Low/Recovery Contect Alarm,Current Value. Threshold high/low value
. Others are the same as DIN.
. Alarm Verify Time values range from 0 to 9999,

0o
0o
il

Hum. Disable = 100 ] 0 0

(@ AIN Trigger s

4 (@ AIN Alarm set

LR ST

Timing Settings
Interlock Settings

Network settings

History Record

feIore

coM3 NN Equipment model:S271-RTU

(5) In "Interlock Settings" page, Event choose "Temperature high alarm", Action: "DOO close"---->Click "Add"
button, stands for when temperature high than 38°C, device will close DOO to start the cabinet fan; Same
operate for low alarm setting, then temperature lower than 25°C, device will open DOO to close the fan
automatically---->Click "Save" button as below:

( — o -— - s Ead '
&y GSM 3G MM RTU ConfiguratorVzo. T o
-
#|Load Profile = |Export Profile  WDefault Language About
=4 (@ Basic Information Association settings 0(] Add to list
0 Parameter sef| Event : [Tamperatuxe Low alarm 'l / W
H = |
il (@ Number settir Action : [DOO open '] It Add | { Delete
- (@ Output Settings
(@ Relay setting Event Action
L, Temperature High alarm DOOQ close
|- (@ Incoming control
o4 Temperature Low alarm DO0 open
|- (@ Input Settings
. (@ Timing Settings
! (@ Interlock Settings
o (@ Interlock Setti E
. (@] Network settings
- (@ History Record
Clear After adding, click “Save” button
Custom interlock settings, Max.40 /
Read I [ I Save }
COM3 L Equipment model:S271-RTU

(6) Switch device off;
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(7) Switch the DIP mode to "Run";

(8) Switch the device on, enter into working mode.

7.3 Cloud configuration, wechat notify application

Device can connect to cloud and SCADA via GPRS/3G/4G network, also can connect to clients own server and

King Pigeon www.My-M2M.com clould server. King Pigeon my-m2m.com cloud as sample below:

King Pigeon my m2m cloud support Modbus TCP, cloud configuration, wechat alarm function, welcomed
editable function.

(1) Basic setting according (1) and (2) in "Device working self-checking";

(2) In "Basic Parameter" setting page, set device ID, range 1~247 in Modbus RTU protocol as below:

= o se v oo
2= e PRy il

4 |Load Profile = |Export Profile Wi Default  Language  About
- (@ Basic Information parameter settings 1
| ; =
Lol (@) Parameter sel Moadify password Synchronous machine time |
i : i d Time:  2015-03-3122:25:00 [+
(@ Number settir :,—‘-‘D P aie —_—
- A 1 N Read the RTU time
. ) ew password:
. (@ Output Settings j
: Confirm password: Write the RTU time
it (@7 Relay setting
. Modify password Read the computer time
. (@7 Incoming control
: Basic information
o 0 Input Settings S
Device ID 1 0--0999) Model No. $271-RTU Version 2EV30 A
1L (@ Timing Settings - T
Device Description: ( 60 Characters )
= O Interlock Settings . B e N
a [C] Add timestamp to alarm SMS [C] Arm tically when power on.
L@ Interlock Setti [7] Auto Arm after disarm: 0 (1~9999 )
@ Network settings e PapOTing M Comor i Cetige b ID, range is 1 247 when
" = i iti i ion i 1S or Modbus protocol
@ History Record [] Add the following additional information in the report SMS LIS ed for Modbus protocol

Alarm SMS Content Seftings
[T Add the following additional information in the alarm SMS

COMI I | Equipment model:S271-RTU

(3) In "Cellular network setting"page, set parameter as below:
When Communication Data as "Modbus RTU Protocol", then server IP/DNS should be: modbus.dtuip.com,
port is 6651, pls contact King Pigeon Sales for "Login Message Writing";
When Communication Data as "Modbus TCP Protocol", then server IP/DNS should be: modbus.dtuip.com,
port is 6655, pls contact King Pigeon Sales for "Login Message Writing";
When Communication Data as "King Pigeon RTU/Definition Protocol", then server IP/DNS should be: rtu-m2m.com,
port is 8001, pls provide device IMEI to King Pigeon
Sales.
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& GSM 3G M2M RTU ConfiguratorV3.2
#]Load Configuration File

(@ Basic Information
(@ Parameter setting
(@ ' Alarm Numbers
@ Output Setting
(@ Relay setting
@ Access control
(@ ' Access Control Settings
@ Input Setting
(@ DI setting

(@ DI Alarm setting

+|Export Configuration File

Wi Factory Reset  Language  About

Number setting®? | Relay setting #X|  Access Control Setting #X| DI setting #X| DI alarm setting #X|

Connect KPIIOT Connect my-m2m

Communication Protocol [Disable |
Protocol |TCP v
Access Point Name| (Max60)
User Name ’—“

Server conny

Passsword (Max60)

Pls fil in the login message(device ID of cloud),and click save

Login Message [ASCI v | [a643880416034020 (Max60)

Server 1 IP/DNS

Server Listen Port

Al setting x|

Connect other 10T

modbusrtukpriu.com (Max60)
(1000 | 65535

(Max60)
(0-65535)

n strategy [Prefer server 1 v]

MQTT Protocol Settings

Al alarm setting #X|  Clock timer #|  second timer®<|  Logic trigger #X

Cellular network setting #X0

@ Al setiing Login ACK Message [ (Max60) BubEhTone
[ — MQTT Client 1D
- R — Logout Message [ASCIl v (Max60) QT User Name
Heartbeat Me: Ascil eq (Max60)
@ Timer Setting MQTT Password
Heartbeat AC es (Max60)
1@ HourTimer e ey Automatic data upload cycle [10 sec
L@ periodic Timer No Respons: -9 MQTT Data retransmission [] Enable / disable

@ Logic Trigger Setting Login Message Strategy [Send Once When Login Server Tips: Only use MQTT Protocol require to setup.

L. @ Logic Trigger

(@ Cloud Platform Setting

FAQ for settings please refer to [Help] menu
P ¢ H Cellular network setting|

@ History Record

L., (@ History Record

Device Type S271-RTU

(4) Switch device off.
(5) Switch the DIP mode to "Run".
(6) Switch the device on, enter into working mode, then device 1/0 can connect to network.

8. Device SMS Command and SMS APP

The user can send SMS commands to setup or operate the device, also can use the APP to control it easier.
The APP is under SMS communication, but their makes the program and operation easier than edit SMS every

time.

The Android APP search "M2M RTU" or click to download link:
http://nc-apk.wdjcdn.com/9/c8/1fd8e70a8634e9b4763a6a7114888c89.apk

The 10S APP search "M2M RTU" or click to download link (I0S 7.0 version or above support):
https://itunes.apple.com/us/app/gsm-3g-m2m-rtu/id1095288504?|=zh&Is=1&mt=8

Or can scan QR code below:

- .

o

SMS APP interface as below:

Ver 3.4.1
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China Mobile O & 7 il W) 3:41 PM China Mobile © & 2l WD 3:42 PM

4 GSM 3G M2M RTU ¢ GSM 3G M2M RTU

Access Control

DOUT ON/OFF Inquiry AIN value

Arm Disarm
@ -
Enable Online Inquiry Status

L sMs command List:
The SMS commands will be used for remote control the RTU are below:

1) Commands error return SMS

Event Return SMS Content
Any incorrect Command SMS Format Error, Please check Caps Lock in Command!
2) External DC Status
Event Return SMS Content
External DC goes off External DC Power Goes OFF
External DC Power Goes ON External DC Power Goes ON
3) Modify Password, 4digits, default is 1234
SMS Command Return SMS Content
Old Password-+P-+New Password This is the New Password, please remember it carefully.
4) Arm/Disarm SMS Command
SMS Command Return SMS Content
Arm password+AA Armed
Disarm password+BB Disarmed

5) Set RTU time, format is 2015-05-22 15:20:30W01, the W01 stands for Monday, W07 stands for Sunday.

SMS Command Return SMS Content
password+Dxxxx-XX-XXTxx: Xx: XX \Wxx XXXX(Y)XX(M)XX(D)xx(H)X(M)xx(W)
6) Inquiry Current Status SMS Command
SMS Command Return SMS Content
password+EE Armed/Disarmed
Model:
Version:
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IMEL:
GSM Signal Value:

External DC Power Goes OFF/ON

7) Setup 10 User number(Alarm Number&Access

Control Number), max 21digits. ( Return 0~4 or 5~9

separately while setting.)
SMS Command Return SMS Content
Setup password+ A-series number+T+tel number Tell: ---
Tel2: ---
Notice: Tel3: 13570810254
Series number = 0~9 Tel4: ---
Tel5: ---
Inquiry password+A Return all numbers
Delete password+A+series number Return 0~4 or 5~9 numbers.

8) Authority User Number to access control: authorized number can dial to disarm and open the door.

SMS Command Return SMS Content

Setup Specified access control time: Tell: ---

password-+B-series number+S+start time+E+endtime Tel2: ---

Always can access control: Tel3: 13570810254

password-+B-series number+P Teld: -

Notice: Tel5: ---

Time format is 201505231230, stands for year, month, date, hour, minute.
Inquiry password+B Return all authorized user numbers
Delete password+B+series number Return all authorized user numbers

9) Setup Daily Report time

SMS Command Return SMS Content
Setup password+DR+series number+T+time Daily SMS Report at: xx:xx
Notice:
Series number =0~9, e.g.: 1234DR1T12:30
Inquiry password+DR
Delete password+DRDEL
10)Inquiry DIN Status

SMS Command

Return SMS Content

Inquiry Status

password+DINE

DIN1:0pen/Close
DIN2: Open/Close

11) Setup AIN Name
SMS Command Return SMS Content
Set Threshold password+AINR+channel number+Lxxx+Hxxx AINx:  Low:xxx,High:xxx.
Inquiry Threshold password+AINR+ channel number<nnnnnnnn> AINx:  Low:xxx, High:xxx.
AINy:  Low:xxx, High:xxx.

Delete Thresh

old password+AINR+ channel number+DEL

range

Set AIN measurement

password+AINM+ channel number+Lxxx+Hxxx

AINX: Min:xxx,Max:xxx

range

Inquiry measurement

password+AINM+ channel number<nnnnnnnn>

AINx: Min:xxx, Max:xxx.

AINy: Min:xxx, Max:xxx.
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Delete measurement

range

password+AINM+channel number+DEL

Inquiry AIN Current

Value

password+AINE+channel number<nnnnnnnn>

AINx: xxxx ,+[ Normal/Higher/Lower]

Inquiry All AIN Current

Value

password+AINE

AINO: xxxx ,+[ Normal/Higher/Lower]
AIN1: xxxx ,+[ Normal/Higher/Lower]

12)SMS Control Digital Output

SMS Command Return SMS Content

Set DO Name password+DO+channel number+T DOX:xxxx

Inquiry DO Name password+DO+ channel number<nnnn>

Delete DO Name password+DO+ channel number+DEL

Switch ON(Close) password+DOC+ channel number<nnnn>, can close multi DOx: ON

channel, till next event trigger or SMS command. DOy:ON

Switch OFF(Open) password+DOO+ channel number<nnnn> DOx: OFF
DOy:OFF

Inquiry DO Current | password+DOE+ channel number<nnnn> DOx: ON/OFF

Status DOy:ON/OFF

Inquiry all DO Current | password+DOE DO1: ON/OFF

Status DO2:0N/OFF

Time Switch ON

password+DOLC+ channel number<nnnn> , can close multi

(Close) channel, till time setting in configurator software finished.
Set Pulse Output time | password+DOT+xxx (3 digital, unit is seconds) Pulse Output Time:xxxS
Inquiry pulse output | password+DOT Pulse Output Time:xxxS
time
Pulse Ouput password+DOP+channel number<nnnn> No SMS Return
13)Set Server Parameter(Can not setup DNS by SMS)
SMS Command Return SMS Content
Set Server IP password+IP+ IPaddress+P+Com port Server:
Port:
Inquiry password+IP
Delete password+IPDEL
14)Set GPRS APN/USER NAME/PASSWORD
SMS Command Return SMS Content
Set password+AP+apn+#+username+#+userpassword APN:
Inquiry password+AP User Name:
Delete password+APDEL Password:
15)GPRS Online
SMS Command Return SMS Content
password+GPRSonline GPRS always online
16)Delete Historical Data
SMS Command Return SMS Content
password+HISDEL Delete all historical records
17)Clear/Inquiry Pulse Counter Value
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SMS Command Return SMS Content
Clear Pulse Counter Value password+DINOCLR Clear Successfully
Inquiry Pulse Counter Value password+PR Counter Current Value: XX

9. Device GPRS/3G/4G Communication Protocol

Device can connect to Cloud and SCADA via GPRS/3G/4G network, support Transparent Transmission, Modbus
RTU over TCP, Modbus TCP and King Pigeon RTU protocol. User also can connect device to third party cloud or
server.

9.1 Device Networks Topology

@‘* Moy

L7
Smart Lock & T

=
ﬂﬂ' JEEGAENE T

T
@}.\n@ King Pigeon RTU

. Imternet  H
Transducer — -

9.2 Communication Networks

After TCP long connection,

Switch Device on, send send definition [Login
TCP connection ' Message] for login verify
data to server

TCP connection built, Server receive [ Login
then can communication, Message] , Return [Login
b ACK Message 1 to RTU device,
command to polling | stands for permitting this
device device connect to server
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€ $270/S271 RTU 1/0 Register List and Function Code

Read Input Coil (Function Code 02: Read Coil)

Register Address
: Definition Description
(Decimal)
DINO value, when dry contact, NC=1, NO=0; When wet
0 RTU DINO
contract, 0~0.5V=1, 3~24V=0
DIN1 value, when dry contact, NC=1, NO=0; When wet
1 RTU DIN1
contract, 0~0.5V=1, 3~24V=0
DIN2 value, when dry contact, NC=1, NO=0; When wet
2 RTU DIN2
contract, 0~0.5V=1, 3~24V=0
DIN3 value, when dry contact, NC=1, NO=0; When wet
3 RTU DIN3
contract, 0~0.5V=1, 3~24V=0
Read Input Register (Function Code 4: Read Input Register.)
Register Address
Definition Data Type Description
(Decimal)
AINO value, real value= AINO
0 RTU AINO
value/100
AIN1 value, real value= AIN1
2 RTU AIN1 .
32 Bit Signed ABCD value/100
2 Byte in Modbus protocol | AIN2 value, real value= AIN2
4 RTU AIN2
value/100
AIN3 value, real value= AIN3
6 RTU AIN3
value/100
(reserved, not
8--13
work)
16 Bit Unsigned AB External power voltage, real
14 RTU Power )
1 Byte in Modbus protocol | value= Power value/100
(reserved, not
15--23
work)
AM2301 Temperature value
16 Bit Signed AB
24 . (*100), real value=
RTU Temperature | 1 Byte in Modbus protocol
Temperature value/100
AM2301 Humidity value
o 16 Bit Signed AB
25 RTU Humidity ) (*100), real value= Humidity
1 Byte in Modbus protocol
value/100.
RTU DINO Count . . This value Enable when DINO as
26 32 Bit Unsigned
Value counter mode
TU DIN1 Count . . This value Enable when DINO as
28 32 Bit Unsigned
Value counter mode
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TU DIN2 Count

This value Enable when DINO as

30 32 Bit Unsigned
Value counter mode
TU DIN3 Count . . This value Enable when DINO as
32 32 Bit Unsigned
Value counter mode

Read and Write Holding Coil (Function Code 1, Function Code 5, Function Code 15.)

Register Address
Definition Data Type Description
(Decimal)
0 RTU DOO Bool DOO Value, Read/Write, 1=Close, 0=Open
1 RTU DO1 Bool DO1 Value, Read/Write, 1=Close, 0=Open
2 RTU DO2 Bool DO2 Value, Read/Write, 1=Close, 0=Open
3 RTU DO3 Bool DO3 Value, Read/Write, 1=Close, 0=Open

Read and Write Holding Coil (Function Code 03, Function Code 06, Function Code 16.)

Register Address
. Definition Data Type Description
(Decimal)
260(bit0) DIO Count clear bit Bool Write 1 to clear DIO count
260(bit1) DI1 Count clear bit Bool Write 1 to clear DI1 count
260(bit2) DI2 Count clear bit Bool Write 1 to clear DI2 count
260(bit3) DI3 Count clear bit Bool Write 1 to clear DI3 count
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9.3 Message communication sequence

ST
| King Pigeon RTU : | Server |
' | I
. e =y |
| B
' 1. Build TCP persistent connection I

2. Downstream Message (eg: 0x80) —————— |

—— 3. Downstream message response (eg: 0x80)

4. Upstream message (eg: 0x71)

5. Upstream message response (eg: Ux?l},,/Jl
|
¢« '
|
I i

9.4 King Pigeon loT RTU Protocol/ Definition Protocol

If users need device send alarm data, or timely send data to server, can choose this communication protocol.
Set "Communication Data" in "Cellular network setting" page, need to choose "King Pigeon RTU/Definition
protocol", "Protocol" choose TCP, set the Domain/IP/Port of connecting server, other parameter setting
according to server.

Notice:

1) When Modbus TCP or Modbus RTU over TCP communication protocol adopted, device used as Internet remote server or

slave device of cloud. So device ID is necessary for server polling device address data, and Internet remote server and cloud

used for Modbus Master function.

2) When Modbus TCP or Modbus RTU over TCP communication protocol adopted, cloud server can remotely read and write

device register address, according to “$270/5271 RTU I/O Register List and Function Code ~ .
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9.5 Modbus TCP Protocol

Device can connect to server or cloud to build TCP connection automatically via GPRS/3G/4G networks. After
building TCP connection, server or SCADA or cloud can send Modbus TCP command to device for Modbus TCP

communication.

9.6 Modbus RTU Over TCP

After device switched on, automatically connect to server or cloud to build TCP connection via GPRS/3G/4G
networks. Users can set handshake protocol, login message, heartbeat or other parameter according to cloud
server. After TCP connection, server or SCADA or cloud can send Modbus RTU command to device, to build

Modbus RTU networks which based on TCP connection.

For Modbus RTU over TCP protocol, setting as below:
(1) In "Basic Parameter" setting, set device ID, range 1~247 in Modbus RTU protocol, click "Save" as below:

| —_— — i

|| #|Lload Profile = |Export Profile Wi Default  Language  About

= (@ Basic Information parameter settings X I
(@  Parameter set Modify password Synchronous machine time
; d @ Time:  2015-03-3122:25:00 (@~
@ Number settir STl
5 N Read the RTU time
. ew password:
- (@ Output Settings
. : Confirm password: Write the RTU time
------- (@ : Relay setting
s Modify password Read the computer time
Incoming contral
" Basic information
Input Settings
Device ID 1 ~3990) Model No. S271-RTU Version 2EV30

[

Device Description: ( 60 Characters )

@
@

~ (@ Timing Settings
@

Interlock Settings

[ Add timestamp to alarm SMS [] Arm tically when power on.
(@ Interlock setti [7] Auto Arm after disarm: 0 (1~0999)
@ Network scttings Timer Reporting SMS Content Settings Modbus device ID,range is 1 247 when
o History Record ["] Add the following additional information in the report SMS used for Modbus I'JIOTDC"JL
Alarm SMS Content Settings
[[] Add the following additional information in the alarm SMS
| n. | b
coOMI I Equipment model:5271-RTU

(2) In "Cellular network setting" page, "Communication Data" choose "Modbus RTU Protocol", means
communication with Modbus RTU over TCP.  After setting server IP/DNS and other parameter, click "Save"

button as below:
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& GSM 3G M2M RTU ConfiguratorV3.2 % X
+|Load Configuration File  + | Export Configuration File Wi Factory Reset  Language  About

4@} Basic Information Number setting®|  Relay setting #X|  Access Control Setting #X| DI setting #X| DI alarm setting #X| Al setting #X| Al alarm setting #X|  Clock timer #X|  Second timer®<|  Logic trigger #X  Cellular network setting #X

(@ Parameter setting Conneet KPIIOT Connect my-m2m Connect other 10T

(@ ' Alarm Numbers

Communication Protocal |Disable ~ Server 11P/DNS [ modbusrtukpriu.com (Max60
£ (@} Output Setting < i (Maxo0)
Protocol |TCP v 14000 (0-65535)
Re

@ Relay setting Acce ame| (Max60) (Max60)

1@ A

(0-65535)
erl v

(@ ' Access Control Settings

2@ Input Setting

@' Dl setting age(device ID of cloud),and click save MQTT Protocol Settings
@ DI Alarm setting Login Message |ASCII v | |8643880416034020 (Max60) Subscribe Topic
@ Al setiing Login ACK Message (Max60) Buths
[ mart
L@ Al Alarm setting LogoutM Maxo0) MOt
Heartbeat eq (Max60)
1L @ Timer Setting MQTT Passworc d
Heartbeat ACK es (Max60)
£l (@ Hour Timer Automatic data upload cycle [10 Sec
a (1-99995)
£l (@1 Periodic Timer No Res; (1-9) MQTT Data retransmission [ Enable / disable
4@ Logic Trigger Setting Login Message Strategy [Send Once When Login Server
L. @ Logic Trigger
2@ Cloud Platform Setting
FAQ for settings please refer to [Help] menu Save

4@ History Record

L., (@ History Record

(4) Switch device off.

(5) Switch the DIP mode to "Run".

(6) Switch the device on, enter into working mode, then device 1/0 can connect to network via Modbus RTU
protocol.

9.7 Modbus RTU over TCP Communication Application

Modbus RTU over TCP communication protocol application, server as Modbus (RTU) Master, device as
Modbus (RTU) slave. If device ID is 1, and already connected to remote clould server via GPRS/3G/4G
networks.

Read device relay DO status:
Device's relay DO register address as holding coil, address 0~3, refer to "$S270/S271 RTU I/O Register List and

Function Code".

Master Send Data Format:

Data L.
Content Bytes Description
(H: HEX)

Device Address 1 01H 01H Device, Range: 1-247, according to setting address

Function Code 1 01H Read holding coil type, function code 01

DO Origin 5 00 00H Range: 0000-0003, address refer to "$270/5S271 RTU 1/0
Register Address Register List and function code"

Read DO Register
Qty

2 00 04H Range: 0001H-0004H, Read DO qty

16CRC Verify 2 3D C9 CRCO CRC1 low byte in front, high byte in behind

Receiver Return Data Format:
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Data ..
Content Bytes Description
(H: HEX)
Device Address 1 01H 01H Device, according to the data Master send
Function Code 1 01H Read holding coil
Return Byte
1 01H Return Data Length
Length
02H means 4 DO status, high 4 byte invalid, low 4 Byte 2
converter Binary as below
DO3(bit3) | DO2 (bit2) | DO1 (bitl) | DO1 (bit0)
Returning Data
1 02H 0 0 1 0
Open Open Close Open
Device current relay status: DO0,D02,D03 = Open, DO1=
Close
16CRC Verify 2 DO 49H CRCO CRC1 low byte in front, high behind

Example: Read 4 relays DO0~DO3 status, device address as 1 :

Server send: |01 01 00 00 00 04 3D C9

01H= Device address; 01H= Read relay function code; 00 00H= Read starting relay DOO address;

00 04H= Read serial 4 DO status; 3D C9H CRC= Verify.

Device answer: 01 01 01 02 DO 49|

01H= Device address; 01H= Read relay function code; 01H= Return data byte qty; 02H= Returning data, stands
for Binary 0000 0010 high 4 byte invalid, low 4 byte 0010, sort as DO3 DO2 DO1 DOO status, DO 49HCRC verify.
If read DO or multi DO status, only need to revise " DO Origin Register Address " and " Read DO Register Qty ",

calculate the CRC again, returning data according to description data.

Control device DO output:
1) Control 1 channel device DO output

Master Send Data Format:

Data e
Content Bytes Description
(H: HEX)
Device Address 1 01H 01H Device, Range: 1-247, according to setting address
Function Code 1 O5H Write single holding coil type, function code 05
DO Register
2 00 OOH Range: 0000-0003, stands for DO0O-DO3
Address
This value: FF 00H or 00 00H, FF 00H= Close relay, 00
Active 2 FF OOH
00H= Open relay
16CRC Verify 2 8C 3AH CRCO CRC1 low byte in front, high behind

Receiver Return Data Format:
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Data ..
Content Bytes Description
(H: HEX)
Device Address 1 01H 01H Device, according to the data Master send
Function Code 1 O5H Write single holding coil type, function code 05
DO Register
2 00 OOH Range: 0000-0003, stands for DO0-DO3
Address
This value: FF OOH or 00 O0H, FF O0H= Already actived
Active 2 FF OOH
close relay, 00 O0H= Already actived open relay
16CRC Verify 2 8C 3AH CRCO CRC1 low byte in front, high behind

Example: Control relay DOO close, then:

Server send: |01 05 00 00 FF 00 8C 3A

01H= Device address; 05H= Control single relay command; 00 00 H DOO= Address; FF 00H= DOO close;

8C 3A H16 byte CRC verify.

Device answer: 01 05 00 00 FF 00 8C 34|

01H= Device address; 05H= Control single relay command; 00 00 H DOO= Address; FF 00H= Active DOO close;
8C 3AH 16 byte CRC verify.

If single control other relay outputs, only need to change "DO Register Address" and "Active", calculate CRC

verify again.

2) Multi control DO outputs

Master Send Data Format:

Data e
Content Bytes Description
(H: HEX)
Device Address 1 01H 01H Device, according to setting address
Function Code 1 OFH Write multi holding coil
DO Starting Range: 0000-0003, standsfor DO0O-DO3
2 00 00H
Register Address
Control Relay Qty: 0-4
2 00 04H
Qty
Write Byte Qty 1 01H Write 1 byte, since device only 4DO, use 4 binary can do it
OFH stands for 4 DO status, high 4 byte invalid, low 4 byte F
converter to binary as below
DO3(bit3) DO2 (bit2) | DO1 (bitl) | DO1 (bit0)
Writing Data 1 OFH
1 1 1 1
Active close Active close | Active close | Active close
1= Active close, 0= Active open
16CRC Verify 2 7E 92H CRCO CRC1 low byte in front, high behind

Receiver Return Data Format:
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Data ..
Content Bytes Description
(H: HEX)
Device Address 1 01H 01H Device, according to setting address
Function Code 1 OFH Write multi holding coil
DO Register Address 2 00 OOH Range: 0000-0003, standsfor DO0O-DO3

Active Relay Qty 2 00 04H Qty: 0-4, stands for how many relays already actived

16CRC Verify 2 54 08H CRCO CRC1 low byte in front, high behind

Example: Close device 4 DO at same time, then:

Server send: |01 OF 00 00 00 04 01 OF 7E 92

01H= Device address; OFH= Control multi relay; 00 00H= Relay DOO starting address; 00 04H= Control 4 relays;
01H= Send data qty; OFH= Data sent converter to binary 0000 1111 high 4 byte invalid, low 4 byte 1111 sort to
match DO3 DO2 DO1 DOO, 1 stands for close relay, 7E 92H CRC verify.

Device answer: 01 OF 00 00 00 04 54 08

01H= Device address; OFH= Control multi relay; 00 0OH= Relay DOO starting address; 00 04H= Actived 4 relays;
54 08H CRC verify.

If need to control multi relays at same time, only need to change "Relay Starting Address", "Control Relay Qty",

"Write Data" and calculate "CRC Verify" again.

Read device DIN status:
Master Send Data Format:
Data ..
Content Bytes Description
(H: HEX)
Device Address 1 01H 01H Device, Range: 1-247, according to setting address
Function Code 1 02H 02 read input coil DIN status
DIN Register
2 00 OOH Range: 0000-0003, stands for DINO-DIN3
Address
Read DIN Register
2 00 04H Read qty of DIN status
Qty
16CRC Verify 2 79 C9H CRCO CRC1 low byte in front, high behind
Receiver Return Data Format:
Data L.
Content Bytes Description
(H: HEX)
Device
1 01H 01H Device, Range: 1-247, according to setting address
Address
Function
1 02H 02 read input coil DIN status
Code
Return
1 01H Range: 0000-0003, stands for DINO-DIN3
Bytes Qty
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MAKE 1IOT €EASIER

FFH converter to binary 1111 1111 from high to low byte, stands for
DIN7-DINO status

DIN3 DIN2 DIN1 DINO
Returning (bit7) (bite) | (bit5) (bit4)
1 O0H (bit3) | (bit2) | (bitl) | (bit0)

Data
0 0 0 0 0 0 0 0

Invalid | Invalid | Invalid | Invalid | Open | Open | Open | Open

1= Close, 0= Open

16CRC
2 A1l 88H CRCO CRC1 low byte in front, high behind

Verify

Example: Inquiry device48 DIN data at same time, then:

Server send: |01 02 00 00 00 04 79 C9

01H= Device address; 02H= Inquiry DIN status; 00 OOHDIN= Starting address; 00 04H= Serial reading 4 DIN
status; 79 C9 H CRC verify.

Device answer: 01 02 01 00 A1 8§

01H= Device address; 02H= Inquiry DIN status; 01H= Returning data bytes qty; 00H DIN status, every byte
stands for one DIN status, FFH converter to binary 1111 1111 from high to low byte, stands for DIN3-DINO
status, 0= Open, 1= Close, A1 88H 16 byte CRC verify.

If need to inquiry multi DIN status, only need to change "DIN Starting Address", "Reading DIN Register Qty",

calculate CRC verify again.

Read device AIN DIN pulse count value, temperature and humidity value, external power voltage value:
Master Send Data Format:

Content Bytes Data Description
(H: HEX)
Device Address 1 01H 01H Device, Range: 1-247, according to setting address
Function Code 1 04H 04 read input register
One address can read 2 bytes.
Register AIN address range: 0000-000BH, One AIN data take two address,
Starting 2 00 OOH temperature address: 0018H, humidity address: 0019H, DIN1 count
Address value address: 001A, 001B
External power voltage address: 000E,
Read Register Read qty of input register, read AINO to DINO count value address,
Qty 2 00 1cH total 28 register, 0000H to 0001BH.
16CRC Verify 2 F1C3H CRCO CRC1 low byte in front, high behind

Receiver Return Data Format:

Data L.
Content | Bytes Description
(H: HEX)
Device
1 01H 01H Device, Range: 1-247, according to setting address
Address
Function 1 04H 04 read input register
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Code
One address can read 2 bytes.
AIN address range: 0000-000BH, One AIN data take two address,
Data Bytes
R 1 38H temperature address: 0018H, humidity address: 0019H, DINO count value
ange
address: 001A,001B
External power voltage address: 000E,
N= Returning bytes, sample data 56 points:
00 00 00 . .
AIN AINO AIN1 AIN2 AIN3 Invalid | Invalid
E7 00 00 .
Receivin 00 00 00 00 00 00 00 00 0000 0000
00 DD 00
g Data 00 E7H 00 00 00 DCH | 00 DEH | 00 DFH
0000DD
DDH DDH
00 00 00
Decimal 194 207 0 0 0 0
DC 00 00
Value
00 DE 00
Real 1.94 2.07 0 0 0 0
00 00 DF
Value
00 00 00
Returning
N 0004 C6
Data Other External Power | Temperature | Humidity | DINO Count
019A 00
Value Voltage Value
000001
Receivin 04 C6H 0B 36H 1B E4H 00 00 00 0B
0001 00
g Data
010001
Decimal 1222 2870 7140 11
00 01 00
Value
010001
o o .
0B 36 1B Real 12.22v 28.7C 71.4%RH 11 times
Val
E4 00 00 ane
00 OBH AIN, External Power Voltage, Temperature, Humidity real value=Register
value/100,
16CRC
2 A9 3CH CRCO CRC1 low byte in front, high behind
Verify

Example: Inquiry device 28 input type register at same time, start from address 0. Include 6 AIN, one device
temperature, humidity, external power voltage, DINO count value, then:

Server send: |01 040000001CF1C3

01H= Device address; 04H= Read input register value; 00 00H AINO= Starting address; 00 1CH= Serial reading
28 input register value; F1 C3H CRC verify.

Device answer: |01 04 38 00 00 00 E7 00 00 00 DD 00 00 00 DD 00 00 00 DC 00 00 00 DE 00 00 00 DF 00 00 00
00 04 C6 01 9A 00 00 00 01 00 01 00 01 00 01 00 01 00 01 00 01 0B 36 1B E4 00 00 00 OB A9 3C

01H= Device address; 04H= Read input register value; 56 bytes data after 38H, 00 00 00 E7H AINO value, 00 00
00 ODD AIN1 value, 00 00 00 DDH AIN2 value, 00 00 00 DCH AIN3 value, 00 00 00 DEH invalid value, 00 00 00
DFH invalid value, 00 00 00 O0H invalid value, 04 C6H external power voltage value, 01 9A 00 00 00 01 00 01
0001 00 01 00 01 00 01 00 O1H invalid value, OB 36H temperature value, 1B 36H humidity value, 00 00 00 OBH
DINO count value, A9 3C CRC verify.
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10.MQTT Protocol

Q marr

Introduction to MQTT

MQTT is a client-server based message publish/subscribe transfer protocol. The MQTT protocol is lightweight,
simple, open, and easy to implement. These characteristics make it applicable to a wide range. In many cases,
including restricted environments, such as: machine-to-machine (M2M) communication and Internet of
Things (IoT). It has been widely used in communication sensors via satellite links, occasionally dialed medical
devices, smart homes, and some miniaturized devices. The MQTT protocol runs on TCP/IP or other network

protocols and provides orderly, lossless, bidirectional connections.

MQTT implementation principle

There are three kinds of identities in the MQTT protocol: publisher (Publish), broker (Broker) (server), and
subscriber (Subscribe). Among them, the publisher and subscriber of the message are both clients, the
message broker is the server, and the message publisher can also be a subscriber. Take S27X connected to King

Pigeon cloud 2.0 platform as an example:

When the device publish I/0 point data:

\ .
Publisher Publish Broker(King Publish > Subscriber

S27X Pigeon Cloud2.0g (account)
Subcribe

When the customer control the device:

N
Subscriber Publish [ Broker(King Publish Subscriber

(account) | Pigeon Cloud2.Qq (S27X)
) Subcribe

Configuration:
Domain: (King Pigeon Cloud 2.0 default:mqtt.dtuip.com)
Server Port : Broker Server Port number (King Pigeon Cloud 2.0 default:1883)
Subscribe topic: Client subscribe topic  (King Pigeon Cloud 2.0 default:login message/+)
Publish topic: Device publish data topic (King Pigeon Cloud 2.0 default:login message )
MAQTT Client ID: The unique identity of the device, which can be a serial number, device ID, or IMEI(King
Pigeon Cloud 2.0 default is serial number)
MQTT user name: Device's account on the broker server (King Pigeon Cloud 2.0 default is MQTT)
MQTT password: Password of device's account on the broker server(King Pigeon Cloud 2.0 default is
MQTTPW)

After the configuration is complete, the client will initiate a connection to the server:
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CONNECT: The client sends a” CONNECT “connection message request to the server;

CONNACK: The server responds with a “CONNACK” confirmation connection message, indicating that the
connection is successful;

After the client establishes a connection, it is a long connection, and the client can publish or subscribe to the
message on the server;

Take the device and the client's mobile phone as the client:

After the device publishes the topic on the broker proxy server, the customer can view the data through
subscription. That is, the device is the publisher and the customer's mobile phone is the subscriber.

Users can also publish topics through the MQTT server to control the device. That is, the user is the publisher
and the device is the subscriber.

Payload data format of device publish message

Publish Topic: MQTT client ID (filled in configuration software)
{
"sensorDatas":
[
{
"flag":"DI1", //Read and write flag
"switcher":1 //data type and value
}s
{
"flag":"AIl",
"value":10.00
h
{
"flag":"REG20000", // Register address and value
"value":1.00
H
1,
"time":"1591841863",
//Time stamp (When power on,first time connection no time stamp,later connections
have time stamp)
"state":"alarm",
//Alarm and recovery (only for alarm or recovery data, but not for timely report)
"retransmit":"enable"
//Historical data (only for re-transmission of historical data, but not for real-time data)
}
Note:

//Read and write flag: the character is "flag", followed by "read and write identification of 10 data points"

//Data type and value:

1. Switch-type data: the character is "switcher", followed by "0" or "1" (0 open, 1 closed)

2. Numerical data: the character is "value", followed by "specific value"

//Timestamp: the character is "time", followed by "specific timestamp "

//Alarm and recovery identification: the characters are "state", followed by "alarm" or "recovery" (alarm is alarm
data, recovery is recovery data)
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//Historical data identification: the character is "retransmit", followed by "enable"

The data collected during the network disconnection will be temporarily stored in the device, and will be
republished when the network is recovered. It is identified by the "retransmit" character, indicating historical data.
(Need to enable MQTT data retransmission function in the configuration software)

Subscribe Topic
Publish Topic
MQTT Client ID
MQTT User Mame
MQTT Password

Automatic data upload cycle Sec

MQTT Date retransmission |[]

Payload data format in device subscription message

(The topic of the King Pigeon 2.0 platform downstream publish message is called "device serial
number/sensor ID", so the device subscribe topic needs to add the wildcard "/+" in order to
receive the data sent by the platform to achieve control)Subscribe topic: device serial number /+
(corresponding to the data filled in the subscribe topic item on the configuration software)

{

"sensorDatas":

[

"sensorsld": 211267, //platform sensor ID
"switcher":1, //data type :value
"flag":"DO1" // Read and write flag

I,

"down":"down" //Platform downstream packet identification

Note:

//Platform sensor ID: the character is "sensorsID", followed by the ID number (ID is automatically generated by the
platform)

//Data type and value:

1. Switch-type data: the character is "switcher", followed by "0" or "1" (0 open, 1 closed)

2. Numerical data: the character is "value", followed by "specific value"

//Read and write flag: the character is "flag", followed by "read and write identification of 10 data points"
//Downstream packet identification of the platform: the character is "down", followed by "down", which means
that this is the downlink data of the platform.

Device 1/0 data point read and write flag

Data Point Flag Type Description

DO DOx Switcher 0is open, 1is closed

DI DlIx Switcher 0is open, 1is closed

Al Alx Value True value = original value
Temperature TEMP Value True value = original value
Humidity HUMI Value True value = original value
External power voltage EXTPWR Value True value = original value
DINO counter COUNT Value True value = original value
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DIN1counter COUNT1 Value True value = original value
DIN2 counter COUNT2 Value True value = original value
DIN3counter COUNT3 Value True value = original value

Note:

“DOx” : DOO. DO1. DO2. DO3 ;

“DIx” : DIO- DI1. DI2. DI3. DI4. DI5. DI6. DI7;
“Alx” : A0, All. AI2. AI3. Al4. AI5.

11. Upgrade Firmware

The device supports upgrade firmware via USB port directly. If you required upgrade, please contact us to
discuss and modify the firmware according to you requirements, we can provide the upgraded firmware to

you to upgrade them.

12. Cellular Module Upgrade

The device adopt modular structure design, when user local Gsm operator upgrade network, no need to
replace the whole hardware, only need to replace inbuilt communication module, easily upgrade Gsm to 3G,

or 3G to 4G network.

Cellular Module Upgrade

Users can easily upgrade GSM
(or 3G) to 3G/4G, NB-loT or 5G
network.

No need to replace whole device
again when local network upgrade,
only pick Gsm module out, put a
3G/4G module in, then device can
support 3G/4G.

13. Warranty

1) This system is warranted to be free of defects in material and workmanship for one year.
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2) This warranty does not extend to any defect, malfunction or failure caused by abuse or misuse by the
Operating Instructions. In no event shall the manufacturer be liable for any alarm system altered by
purchasers

The End!

Any questions please help to contact us feel free.
https://www.bliiot.com/
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